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BBEAEHUE

Henb3sa oTpuuate TOro akra, 4TO MH(OPMALMOHHO-TENIEKOMMYHUKALMOHHAA
ceTb «VIHTepHEeT» BCe TeCHee MPOHMKAEeT B Hally C BaMW XWU3Hb. [14 OfHUX OH cTan
MCTOYHWNKOM 3HaHWI, ANS APYryX UCNOob3yeTcs B paboTe, KTO-TO Hallen ¢ NOMOLLbHO
WHTepHeTa Apy3ei, a KTO-TO AaXe CMOT HanagnTb CBOK NINYHYIO XW3Hb. BOMbLUIMHCTBY
13 Hac [OCTaTOYHO CNOXHO NpeACcTaBUTb fieHb 6e3 OHNaliH-06LeHNs ¢ 4pYy3bAMu, Npo-
CMOTpa CBEXMWX HOBOCTEN WMIN HOBbIX PO/IMKOB.

370 NoATBEPXAAETCA M pe3ynbTaTaMu CoLManbHbIX UccnefoBaHuid. Tak, cornac-
HO fJaHHbIM (hoHaa «O6LLeCTBEHHOE MHEHME», MO COCTOSIHWUIO Ha KOHel, BecHbl 2017
roga obliee KonM4ecTBO Nonb3oBaTeneil cetu VHTepHeT B Poccuu B BO3pacTe OT
18 neT 1 cTapLue cocTaBnno 82,4 MH YeNOBEK NPY CYTOYHOM ayauTopun NHTepHeTa B
71,6 M/IH YenoBek.

BmecTe ¢ Tem creflyeT NOMHWUTL, YTO, HECMOTPA Ha BCe MpPenMYLLEeCTBa, KOTOpble
npefocTaBnfeT HaMm VIHTEPHET, OH MOXeT ObITb WCMO/b30BaH A1 HAHECeHUs Bpefa
BaM, BalMM 6NU3KUM W BalLEMY UMYLLECTBY.

PasnnuHoro poga MOLWEHHWKW, MpecnefoBaTenn, pasHoobpasHble BUPYCbl - BCe
370 NpeACTaBNAeT Yyrpo3y AN KaxAoro nosb3osarens cetu ViHTepHeT. Bonee Toro, Ko-
NNYecTBO NOAO6HBIX YIpO3 MOCTOAHHO pacTeT.

Tak, 3a 04MH TOMbKO BTOpOl kBapTan 2017 roga Jlabopatopueid Kacnepckoro
6b1710 06HapyXeHo 16 119 489 yHMKanbHbIX BPeLOHOCHLIX NPOrpaMM, a 3a nepuoj c
nionga 2015 r. no noHb 2016 r. B Poccum B 5,5 pasa BbIPOC/IO YMC/IO0 HECAHKLMOHUPO-
BaHHbIX CHATWIA AEHEXHbIX CPeACTB CO CYETOB fepxkaTeneii 6aHKOBCKMX KapT uyepes
VNHTEPHET-6aHKUHT .

[MoABNAOTCA M COBEPLUEHHO HOBbIE OMACHOCTU, TakuMe Kak TparnyHo nporpemes-
LUIne Ha BCHO CTpaHy «rpymnnbl CMepTW», NPefcTaBifoLNe CePbe3HYI0 0MacHoCTb AN
(h131YECKOro 1 NMCUMXONOTUYECKOr0 340POBbS AeTeid.

Bce 310 roBopuT 0 TOM, YTO NPU UCMONb30BaHWUW HTEpHeTa Heo6XoAMMO Npo-
ABNATb KPaliHIO BHUMATENbHOCTb 1 OCTOPOXHOCTb.

Mbl HafieemMcsi, 4TO 03HaKOMJ/IEHWE C jaHHO bpoLuLtopoit No3BOAUT Bam Gonee rpa-
MOTHO NOAOWTW K MONb30BaHUIO MHAOPMALMOHHO-TENEKOMMYHUKALMOHHOW CEeTblo
WNHTepHeT 1 n3bexaTb TakuM 06pa3oM BO3MOXHbIX OMacHOCTEN.



OTBETCTBEHHOCTb 3A MPABOHAPYLLEHWA

B CETW WHTEPHET

MoMHMTe! OTBETCTBEHHOCTb 3a NPABOHAPYLLEHWS B BUPTYa/IlbHOM
MPOCTPaHCTBE HAaCTYyNaeT Mo peasibHbIM 3aKoHaMm!

PACTNPOCTPAHEHNE SKCTPEMUCTCKUMNX
MATEPWANOB B CETU MUHTEPHET

C uenblo MPOTMBOAEWCTBMA TaKMM HeraTMBHbIM SBIEHUAM, KaK 3KCTPeMU3M,
KceHoobus, nposBneHne HeTepnUMOCTM Pa3HOro TO/Ka, PacoBOW, HaLMOHaNbHOW
WAW PENNTNO3HOWM PO3HW, CBA3AHHOW C HACWAMEM WM MPU3bIBAMU K Hacunmio, 6bin
n3naH ®egepanbHblii 3akoH Ne 114-®3 ot 25 miona 2002 r. «O npoTMBOAENCTBUN
3KCTPEMMUCTCKON feaTeNbHOCTW», KOTOPbIA ONpedenun, YTo Ha TeppuTopun Poccum
3anpeLaeTcs U3faHue M pacnpocTpaHeHue MevaTHbIX, ayAuo-, ayfuMoBU3YyasbHbIX U
WHbIX MaTepuanos, COAepXalymx Npu3HaKkyn 3KCTPEMUCTCKON feAaTenbHOCTU. B cTaTbe
12 depepanbHOro 3akoHa «O MPOTUBOAEACTBMM 3KCTPEMUCTCKON AeATENbHOCTU»
yCTaHaBNMBaeTCA NPAMON 3anpeT Ha MCNoNb3oBaHMe CeTell CBA3W 06LLEro Nonb3oBa-
HWS ANS OCYLLECTBNEHNS 3KCTPEMUCTCKON AeATENbHOCTY.

He3akoHHas MH(poOpMaLUa 3KCTPEMUCTCKOrO TOJKa NpeciefyeTcs NpaBooxXpaHu-
TeflbHbIMW OpraHamn U B MHHOPMALMOHHO-TENEKOMMYHUKaLMOHHbLIX CETAX OOLLEero
nonb3oBaHua (VIHTepHeTe), Aaxe ecnn HOCUTeNs MH(opMauun CNoXHO 06HapYXuTb
UM NO KaKMM-TO MPUYMHAM OH He MOXeT OblTb NpefcTaBneH B MaTepuanbHOW (opme
(avck, HakonuTenb, AUCKeTa U T.4.) CNeACTBUIO UK cydy. B 0CHOBHOM 3To caiiThbl, rae
B030YX/aloTCA BpaXAa U HEHaBUCTb K NpefCcTaBUTeN M APYTrUX HapOAoB, COAepXaTcs
NpM3bIBbl K OCYLLECTBNEHNIO 3KCTPEMUCTCKON [eATeNbHOCTU, NPeaioXeHns 06 ycny-
rax Kuniepos, MHMopMaL s no nNpuroToBIEHNIO B3PbIBYATLIX BELLECTB.

Jnua, BUHOBHbIE B HE3aKOHHOM M3rOTOB/IEHWUMW, PACMPOCTPAHEHNN U XPaHEHUY B
Llenax fanbHeliwero pacnpocTpaHeHMs 3KCTPEMUCTCKUX MaTepuanos, MpuBieKalnTcs
K afiMMHUCTPATUBHOM NGO YroNOBHON OTBETCTBEHHOCTH.

MPOMAIrAHOA, HEBAKOHHAA PEK/TAMA
HAPKOTUYECKWMX CPEACTB
N MNCNXOTPOIMHbIX BELLECTB

B cuny n. 1ctatbm 6.13 Kogekca P® 06 afiMUHUCTPATUBHbLIX NPaBOHapYLLIEHUAX
nponaraHja nMb0 He3aKkoHHasA peknama HapKOTUYeCKWX CPeACTB, MCUXOTPOMHbIX Be-
LLLeCTB BNEeYeT HaNOXeHWe afiMUHUCTPATUBHOrO LWTpada Ha rpaxaaH B pasmepe oT ye-
TbIpeX ThICAY A0 NATU ThiCAY py6neil ¢ KoH(UCKaLmeli peknamMmHon NpoayKLuun n 060-
pyf0BaHNsA, UCMONb30BAHHOIO ANA ee U3rOTOB/IEHWUS; Ha JO/DKHOCTHBLIX NUL, - OT CO-
pOKa ThICAY [0 NATUAECATW ThiCAY py6neit; Ha nul, oCyLLecTBAAIOLWNX NpesnpuHUMa-
TeNbCKYIO [leaTeNIbHOCTb 6e3 06pa3oBaHNA PUANYECKOrO LA, - OT COPOKa ThiCAY [10
NATUAECATYN ThicAY pybneli ¢ KOHhUCKaL el peknaMHoi NpoayKLumun 1 060pyaoBaHuns,
MCMONb30BAHHOIO A1 ee U3roTOoB/IEHNUA 60 afMUHNCTPATUBHOE MPUOCTaHOBNEHME
[leATeNbHOCTM Ha CPOK A0 [eBAHOCTA CYTOK C KOH(UCKaLMeli peknaMmHoi npoayKuum
1 060py0BaHNA, UCMONb30BAHHOIO AN ee U3TOTOB/EHUS; Ha OPUANYECKUX NNL - OT
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BOCbMMCOT ThICAY A0 OfHOI0 MUNNMNOHa Py6neli ¢ KOHUCKaL el peKnaMHol NPoayK-
Lun 1 060pyA0BaHUA, UCNOMb30BAHHOIO 19 e U3r0TOB/EHNS, MO0 aAMUHMCTPaTMUB-
HOe NMpUOCTaHOBNEHWE AeATENbHOCTU Ha CPOK A0 AEBAHOCTA CYTOK C KOH(uCKaLuei
PEeKnaMHo NpoAyKuMmM 1 060pyL0BaHUS, NCMONb30BAHHOTO A/ €€ N3rOTOB/EHNS.

B cooTBeTCcTBMM € Nogn. «b6» n. 2 cTaTbh 228.1 YronosHoOro kogekca P® cobIT
HapKOTMYEeCKNX CPeSCTB, MCUXOTPOMHbIX BELLECTB UMW UX aHANOroB, COBEPLUEHHbIN C
1CNoNb30BaHNEM CPEACTB MaccoBOW MH(OPMALMKN NGO 3NEKTPOHHBIX NN UH(OPMa-
LINOHHO-TENEKOMMYHUWKALMOHHBIX ceTeld (BKOYas ceTb VIHTEpHeT), - HakasblBaeTcs
nuwerneM cBobofbl Ha CPOK OT MATU A0 ABEHafLaTh NeT co WTpadom B pasmepe A0
NATUCOT ThicAY py6neii nm B pasmepe 3apaboTHOM NAaThl AN MHOTO JOX0a OCYXKAEH-
HOro 3a Nepuog 4o Tpex NeT 1mbo 6e3 TaKoBOro 1 C OrpaHnyeHremM cB060/bl Ha CPOK A0
O[HOro0 roja nm6o 6e3 TakoBOro.

KNEBETA B CETUNHTEPHET

CsefieHns NPU3HAOTCA NOPoYaLLUMMN YeCTb, [JOCTOMHCTBO WU AENOBYIO peny-
Taumio, eCN OHW He COOTBETCTBYIOT fie/iCTBUTENIbHOCTH, NpUYeM 6pems foKasblBaHUA
NIeXMUT Ha cy6beKTe, MX pacnpocTpaHstoLem, B cOOTBeTCTBMMU ¢ M. 1cT. 152 K P®.
MopoyvalnMmn ABASIOTCA CBEAEHUS, COfiepXalliue YTBepXAeHNUA O HapyLUeHUn Cy6b-
eKTOM MW OpraHu3auuein AeicTBYIOLEro 3aKOHOAaTeNbCTBA UM MOPabHbIX MPUH-
L1noB (0 COBEPLUEHNN HEYECTHOMO MOCTYMKa, HENPaBUILHOM MOBEAEHUN B TPYL0BOM
KonnekTuee, 6bITY) W Apyrve yTBEpPXAEHMA, nopoyaline MNpon3BOACTBEHHO-XO038M-
CTBEHHYIO 1 OOLLECTBEHHYIO [EATENbHOCTD, [e/IOBYIO PenyTauuio, ymanstoulme Yectb
1 OCTOMHCTBO.

K pacnpocTpaHeHuWt0 cBefjeHUiA, NOpoYaLLMX YeCTb U AOCTOMHCTBO rpaXaaH um
[leNoBYI0 penyTauuio rpaxaaH u ropuandeckux nuy, NneHym BepxosHoro Cypa PP
OTHOCMUT B TOM YKC/IE N pacnpocTpaHeHune B ceTn VIHTepHerT.

B cootBeTcTBUYM €O cT. 151 n 152 MK P® wncTel, B cyse MOXeT TpeboBaTh:

1. npeceyeHuns fanbHeliLero pacnpocTpaHeHus nHpopmauum B Cetu, a Takxe ee
OMpoBePXXEHNE TEM XKe CrocoboM, KOTOPbIM OHa Oblfa pacrnpocTpaHeHa;

2. UMYLLEeCTBEHHON OTBETCTBEHHOCTW OTBETYMKA (KOMMEHCauus MOpanbHOro
Bpefa, Bo3MelleHne yObITKOB).

B cootBeTcTBUM C u. 2 cT. 128.1. YK P® kneBeTa, cofepxallascs B ny6AnyHoM
BbICTYMNNEHUN, NYONNYHO AEMOHCTPUPYIOLLLEMCS MPOU3BEAEHUN NN CPeACTBAX Macco-
BOI MH(OPMaL MW, HakasblBaeTCs WTpaom B pasMepe [0 OJHOTO MWUANMOHA py6neit
1nu B pasmepe 3apaboTHOW MnaTbl MU NHOTO [OXOAA OCYXXAEHHOTO 3a Nepuog Ao 04-
HOro roga nM6o obsa3aTenbHbIMKM paboTamy Ha CPOK A0 fiBYXCOT COPOKa 4acos.

MOLWEHHWNYECTBO, CBA3AHHOE
C BNOKNPOBAHWEM NMPOITPAMMHOIO OBECIEYEHWA
KOMIMbKOTEPOB
MONIb3OBATENEN CETV MUHTEPHET

B HacTosiee BpeMms 4OCTaTOYHO PAcnpoCTPaHEeHHbIMU SBAATCA Clyyanm Mo-
LLIEHHNYeCTBa, B OCHOBE KOTOPOTO /IEXMT MCMO/b30BaHWE BPEJOHOCHBLIX MPOrpamMm
C Uenbio 6/10KMPOBaHNA MPOrpaMMHOro 0GecrneyeHnst KOMMbLIOTEPOB No/b30BaTeneit
ceTu MHTepHeT. C NPaBoBOi NO3ULMK ONUCAHHbIE AesHUSA He0BX0AUMO KBaM(ULUpO-
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BaTb MO CT. 272 YK P® - «HenpaBOMepHbI JOCTYN K KOMMbIOTEPHON MH(OpMaLMm»,
no cr. 273 YK P® - «co3fgaHue, UCNONb30BaHWE W pacnpoCTpaHeHWe BPefOHOCHbIX
KOMMbIOTEPHBIX MPOrpamMmm», a B Cly4asx Korfa, yKasaHHOe npasoHapyLleHune NoB/ek-
N0 32 COBOM XNLLEHNE UYXXOro UMYLLECTBA NN NPUOBPETEHNE NpaBa Ha YyXO0e nMyLie-
CTBO, - MO CT. 159.6 YK P® «MOLLEHHNYECTBO B Chepe KOMNbIOTEPHOI MH(OpMaLUm».

XNWEHNA, COBEPLUAEMbIE C NMOMOLWbIO
CETU NHTEPHET U KOMIMbIOTEPHOWN TEXHUKM

Lienb hMHaHCOBbLIX NPECTYM/EHWA, COBEPLLIAEMbIX B KOMMbIOTEPHON CeTwW, - no-
NyyeHne He3aKOHHOW BbIrOfbl C MOMOLLbIO KOMMbIOTEPHbIX TEXHOMOTWIA.

B 3aBMCMMOCTM OT creuntuKn coBepLLEHNA TaKue fesiHUA KBann@uLnpyoTca no
cT. 158 YK P® - «Kpaxa», no cT. 183 YK P® - «He3akoHHbIe NONy4YeHMe 1 pasrialle-
HWe CBeAeHUI, COCTaBNAOLMX KOMMEPYECKYHD, HANOrOBYHO MU GaHKOBCKYHO TaliHy»,
no ct. 187 YK P® - «HenpaBomepHblii 060p0T CpeAcTB naaTexeii» u no ct. 272 YK
P® - «HenpaBoMepHbI AOCTYN K KOMMNbIOTEPHOW MH(OPMALMN.

HAPYLLUEHVNE ABTOPCKWMX MPAB
B CETUWMNHTEPHET

TBOpueckoe NpousBedeHve, 3aMKCMpPOBaHHOE B LIMQPOBOIA thopme, NpuU3HaeTCs
06bEKTOM aBTOPCKOro npasa. [JaHHoe NpasBunao o3HayaeT, YTo NMopsAAoK UCMNONb30BaAHNA
npon3BefieHnn B VIHTepHeTe (faxe ecin Takoe Npou3BefjeHne, Kpome Kak B IHTepHeTe,
6onbLUe HUFfe He CYLLeCTBYeT) ABNAETCA TOYHO TaKWUM Xe, Kak 1 B Clyyae 1Cnonb30Ba-
HUsA N60ro NpounsBefeHNs B peanbHOM MUPe, a He B BUPTYa/lbHOM.

3a HapyLleHne aBTOPCKUX UM CMeXHbIX MpaB, a TakKXe nM3obpeTaTenbckux v na-
TEHTHbIX NPaB Ha MH(HOPMALMOHHBIN 06BbEKT (NPOU3BeAeHNe), pasMeLLeHHbI 1 pac-
npocTpaHaemblii B CETW VIHTepHeT, 3aKOHOAaTeNbCTBOM NpesyCcMaTpUBatOTCA rpaXKaaH-
CKO-MpaBoBas (NpeceyeHne NPOTUBOMPABHbIX AeliCTBUIA, NpeKpalLeHne fesTeNbHOCTM
IOPUANYECKOTO NLa UM UHAMBUAYaANbHOTO NpefnpuHMMarens, BO3MeLLeHve Bpeja B
HaType, BO3MeLLEHNe MPUUYNHEHHBIX YObITKOB, KOMMeHcauus, apecT U yHUYTOXeHue
KOHTpadakTHbIX MaTepuanos 6e3 KOMMNeHcalun, YHMUTOXeHne 060pyAoBaHNs 3a cUeT
HapywuTens - cT. 12, 1082, 1302,1252 'K P®; KomneHcaLma MopasibHOro Bpefa - CT.
151 'K P®), agMUHMCTpaTMBHAA (aAMUHUCTPATMBHBINA LWTpad, KOHPUCKaLNUa opyaus
AN npegmeTa npaBoHapyleHus - cT. 7.12 KoAl P®) n yronosHasa (wtpad, apecT,
nuweHne cBoboabl - cT. 146, 147 YK P®) 0TBETCTBEHHOCTb.

Kpome Toro, cneflyet NOMHWUTb, YTO MPOrpaMMbl, KHUTU, My3blKY, KOTOPbIE NOJb-
30BaTeNlb WLWET B IHTEpHETe C MOWCKOBbLIM 3arMpocoM «CKayaTb 6ecnnaTHo», MoryTt
cofiep>kaTb BUPYChI U MOAMUCKN Ha KOHTEHTHbIE CEPBUCHI.



NMEPCOHAJIbHBIE AAHHBIE

W X poooot ,
jiioi010to"« nooiool
mkimoiiooiOL Hum
/1101011 oinooicu _ n
Noioiloooiiod&
Xr 711101014
\ 30m x t'

2.1. YTo Takoe nepcoHasnbHble AaHHbIE U NOYEMY OHWN TaK BaXHbl?

CornacHo ®epiepanbHOMY 3aKoHY Ne 152-d3 «O nepcoHasibHbIX JaHHbIX»:

MepcoHanbHble AaHHble - M06as MHpopmaLms, 0THOCALLAACA K NPAMO WU Koc-
BEHHO OMpejieleHHOMY 1K onpegensieMomMy husnyeckomy nuuy (Cy6bekTy nepcoHans-
HbIX [aHHbIX).

T.e. nepcoHanbHble faHHbIE - 3TO MHAOPMALMA O KOHKPETHOM YesoBeKe. 3ro
Te flaHHble, KOTOpble NO3BOMIAIOT HaM y3HaTb YesI0BEKa B TONNe, UAEHTU(DULMPOBATL 1
onpegenuTb Kak KOHKPETHYIO MYHOCTb. TakuxX MAEHTU(MULMPYIOLWUX JaHHbIX OrPOM-
HOE MHOXECTBO, K HUM OTHOCATCA: (hamMuiuns, UMdA, 0THeCTBO, faTa POXKAEHWUs, MECTO
POXAEHWS, MECTO XWTeNbCTBa, HOMep TenetoHa, afpec 3NeKTPOHHOI NoYTbl, (hoTo-
rpagus, Bo3pacT v np.

MepcoHanbHble fjaHHbIe HE CTOUT MyTaTb C JIMYHLIMU AaHHbIMW. JINYHbIE AaH-
Hble - 3TO BOOGLLE COBOKYMHOCTb BCEX [aHHbIX O rnonb3osatesne B CeTu. Hanpumep,
[laHHble 0 reosioKauuu, CTaTUCTMKA No Hanbosiee NoceLaeMbiM MHTEPHET-CTPaHULLAM,
thoTorpaumm un T.4.

KOMy HY>Hbl Bally NepcoHanbHble JaHHbIe?

*

*

*

80° oNpecTynHUKOB 6epyT MHDOPMALMIO B COLICETAX.
JInyHas nHhopmaLma ncnonbayeTcs Ans Kpaxmu naponein.
JNInyHas nHhopmMalms NCNonb3yeTcs 415 COBEPLUEHUA TaKUX NPECTYNNEHNA,

KaK LIaHTaX, BbIMOraTeNbCTBO, OCKOP6IEHUe, KNEBeTa, KUAHENMUHT, XULLEHUE.

OnepaTopbl U UHbIe LA, MONYyUYMBLIME LOCTYN K NEPCOHaNbHbIM AaHHbIM, 06s-
3aHbl He PacKpbIBaTb TPETLUM NULAM 1 HE PACMpPOCTPaHSATL NepCoHabHbIE JaHHble 663
cornacus cy6bekTa nepcoHanbHbIX JaHHbIX, €CNIM MHOE He MpedyCMOTPeHO defepans-
HbIM 3aKOHOM.



Cy6beKT NepcoHanbHbIX faHHbIX MPUHUMAET peLleHre O NPefoCcTaBNeHnn ero
NepcoHanbHbIX JaHHbIX 1 faeT cornacue Ha ux 06paboTky cBOGOAHO, CBOeI BoNel v B
CBOEM MHTepece.

O6paboTKa NepcoHanbHbIX faHHbIX AONYCKAeTCs B CNEAYIOLLMNX CyYasnX:

1) o6paboTKa NepcoHanbHbIX JaHHbIX OCYLLECTBAAETCA C cornacusa cybbekTa nep-
COHaNbHbIX AaHHbIX Ha 06pPaboTKY ero NepcoHanbHbIX AaHHbIX;

2) 06paboTKa MepCOHaNbHbLIX JAaHHbIX HeOoGXOAMMa ANA LOCTUXKEHWUS Lenei,
npeaycMOTPEeHHbIX MeXAYHapoAHbIM [OroBopoM Poccuiickoii ®efepauun uan 3a-
KOHOM, [N OCYLECTBIEHUS W BbIMOJHEHNS BO3/0XKEHHbIX 3aKOHOAATENLCTBOM
Poccuiickoii ®efepaumm Ha onepatopa hyHKLMWIA, MONHOMOYNIA U 0653aHHOCTEI;

5) 06paboTka MepcoHaNbHbIX AaHHbIX HeobXoAMMa A5 UCMOSHEHUS LOrOBOpa,
CTOPOHOI KOTOPOro NWGo Bblrogonpuo6peTaTenieM UM MOpyYuTeNneM Mo KOTOPOMY
ABNAETCA CYGbEKT MEPCOHANbHbLIX AaHHbIX, @ TakXe AN 3aK/MHYeHWst 4OrosBopa no
MHULMaTMBe Cy6beKTa MepcoHanbHbIX AaHHbIX WX [OroBopa, N0 KOTOPOMY Cy6bLEKT
NepcoHanbHbIX fJaHHbIX GYAeT ABAATLCA BbIrOAONPUOGPETATENEM MW MOPYYUTENEM;

6) 06paboTKa NepcoHanbHbIX AaHHbIX HE0BX0AMMA AN 3aLMTbl XU3HW, 340POBbSA
VAW WHBIX XXU3HEHHO BaXHbIX NMHTEPECOB CyObekTa NepCOHaNbHbIX AaHHbIX, €CAK Mo-
NyyeHne cornacus cy6beKTa nepcoHanbHbIX AaHHbIX HEBO3MOXHO;

7) 06paboTka NepcoHanbHbIX faHHbIX HEOGXOAMMA ANs OCYLLECTBAEHWS NpaB
3aKOHHbIX MHTEPECOB onepaTopa Uau TPeTbUX L, AN60o AN AOCTUXEHUS 06LLEeCTBEH-
HO 3HaYMMBbIX Lieneidl Npyu yCnoBMM, Y4TO MPU 3TOM He HapyLLalTCs NpaBa U CBOGOAbI
Cy6beKTa NepCcoHanbHbIX faHHbIX;

11) ocywwecTBnseTca 06paboTKa NepcoHanbHbIX faHHbIX, NOANeXalunx ony6nu-
KOBaHWI0 UK 06513aTeNbHOMY PacKPbITUIO B COOTBETCTBUM C (hefiepasbHbIM 3aKOHOM.

2.2. KaK 3alnTNUTbL CBOM NepcoHanbHble AaHHble?

B a6CcONOTHOM GOMLLUMHCTBE CyYaeB Mbl CaMM YKa3blBaeM CBOW NepCoHasIbHble
[aHHble MpyU perncTpaumn Ha caitTax, oOPMIEHUM 3aKa3oB B WHTEPHET-MarasuHax,
3anofiHeHUK NPO(UNSA B COLMANbHbLIX CETAX WM AaXe NpPWU COCTaBNeHUM MOUCKOBOIo
3anpoca.

O6paTuTe BHUMaHWe, MPOAOMKAsA PErucTpaLmio Ha Nto6oM caiiTe, Bbl cornallae-
TECh C M0/b30BATENLCKUM COT/IALLEHUEM, CTaBs «TafouKy» NPy 3anoHeHUK ero nonei.
OGbIYHO 3TOr0 AOCTATOYHO, YTO6bI Pa3peLlnTb BNajenbLam caiita UCMnob30BaTh BBE-
[eHHble BaMy AaHHble Npu paboTe C ero cepsucamu.

Takum 06pa3om, Nonb3ysch CANTOM WKW YCYToii, Bbl COF/allaeTech Ha nepegavy
U XpaHeHue BallMX JaHHbIX, ByAb TO faTa POXAEHWs, HOMep MOGUMLHOTO TenedoHa,
nepenuncka u nobble Apyrue AaHHbIE NMYHOTO XapakTepa. B3ameH nx 06s3ytoTcs xpa-
HUTb B KOH(WUAEHLMANBHOCTU M HW B KOEM C/lyyae He pasrfialaTtb TPeTbUM uLam.
O[HaKo Ha fiene 3TO He BCerfa Tak - [aneko He BCerja CTopoHa, 0TBETCTBEHHas 3a Xpa-
HeHue BallMX NepcoHabHbIX faHHbIX, LOGPOCOBECTHO BbINOMHSAET CBOU 06S3aHHOCTU.
Kpome TOro, HAKTO He 3allulleH 0T B3/oMa 6a3 JaHHbIX, COAEPXalluX NepCoHalbHY
VH(OPMALIMIO, MK NPOCTLIX OLINGOK M YenoBeyeckoil ONpoMeTYMBOCTU. Hanpumep,
perncTpupysch WAy aBTOPU3YsCh Ha caiiTe yepes cOLManbHYH CeTb, Bbl paspellaeTe
caiiTy NoayuuTh BallW NIMYHbIE JaHHble, U TOYHO HEM3BECTHO, Kak OH BYLeT MMM Nofb-
30BaTbCA. TOUHO Tak Xe 1060 Ball 3BOHOK B MarasvH WK CanoH aBTOMAaTUYeCKn BHO-
CWT Baw Homep B 6a3y No/b3oBaTeNeil 3Toi KOMNaHWu.
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CnepoBaHue HECKO/IbKMM MPOCTbIM COBeTaM BO MHOIFOM COKpaTWUT yrposy
HE3aKOHHOIro Ucnonb3oBaHUA BallUX NepcoHasibHbIX AaHHbIX:

1 OrpaHuubTe 06beM WHGopmauum o cebe, Haxopslieiics B VIHTepHeTe.
Ypanute nuwHue oTtorpaduun, B1aeo, agpeca, Homepa TenetoHoB, AaTy poXie-
HYA, CBEAEHUS O POAHbLIX U 6AU3KUX U UHYIO TNYHYIO MH(OPMALUIO.

2. He oTnpasnsiite BuAeo 1 hoTorpadum NOAAM, C KOTOPbIMU Bbl MO3HAKOMMU-
nnck B IHTepHeTe 1 He 3HaeTe UX B peanbHOM XU3HU.

3. OTnpaBnss KOMy-1Mb0o CBOM MepCOHaNbHble JaHHble UK KOH(UAEHLMANb-
HYI0 MH(opMaLmto, ybeanTech B TOM, YTO agpecarT - AeliCTBUTENbHO TOT, 3a KOro
cebs Bblgaer.

4. Tpy HeobXOAMMOCTU pasMelleHns 06bABNeHNs B VIHTepHeTe BOCMOMb3Yii-
TeCb BPEMEHHOI CUM-KapTOi 1 BblfyMaHHbIM MMeHeM. MOXHO Take BOCM0/b30-
BaTbCs ycayroii «BTopoii HOMep», KOTOPYH MPeAoCTaBNsAOT HEKOTOPbIE OMepaTo-
pbl MOGUNBHOM €BA3N. 3Ta ycnyra N03BONSET NOAKMOUNTL B «/TMYHOM KabuHeTe»
BTOPOI HOMEP TONbKO Ha NpveM 3B0HKOB M CMC. 3BOHUTb C HEr0 He NONY4nTCS.
5. Wcnonb3yiiTe TONbKO CNOXHble Maponu, pasHble AN PasHbIX YYeTHbIX 3a-
nucelt n cepsucos. Monb3oBaTenun, KOTopble UCMOMb3YIT OAUH 1 TOT Xe Naponb
[N BCEX CEPBWCOB, MPU KOMNpOMeTauun XoTs 6bl OAHOrO M3 CEPBMCOB MOTYT
noTepATb JOCTYN KO BCEM CBOMM YYeTHbIM 3anucsiM. MoBTOPHOe NCMONb30BaHue
naponei KaTeropuyeckm 3anpeLLeHo.

6. PerynspHo MeHsliTe Naponu, enaTeNbHO He pexke pasa B MecsLl.

7. Tlo BO3MOXHOCTM MCNONb3yiTe ABYX(PaKropHyl aBTOpU3aLMio - 3TO Me-
TOA WAEHTU(UKaLMKM Monb3oBaTeNns B KakoM-nnbo cepsuce (Kak npaswno, B
WHTepHeTe) Npy NnomoLLM 3anpoca ayTeHTU(HUKALWOHHBIX JaHHbIX ABYX PasHblX
TUNOB, YTO 06ecneynBaeT BYXCNOWHYIO, a 3HaUUT, 60nee IPHEKTUBHYIO 3aLLNTY
aKKayHTa OT HeCaHKLMOHMPOBAHHOIO MPOHNKHOBEHNS. Ha npakTuke 370 06bIYHO
BbIFAAUT TaK: MepBblA py6ex - 3TO NOTMH W Naponb, BTOPON - cheuuanbHblii
Kog, npuxoaawmit no CMC unu aneKTPOHHO nouTe.

8. 3aBepuTe cebe fBa afpeca 3NEKTPOHHOW MOUTbI - YACTHbINA, A8 Nepenuckn
(NpuBaTHBbIV N MaNoM3BECTHbINA, KOTOPbIVA Bbl HUKOT4a He Ny6/nKyeTe B 06LLef0-
CTYMHbIX UCTOYHMKAX) U NYBANYHbINA - A1 OTKPLITONW fesTenbHocTn (hopyMoB,
4yaToB U Tak ganee).

YUTo flenaThb, eCnv Bbl CTaNN XepTBOl HapyLLeHUs B 06/1aCTU NePCOHaNbHbIX
LaHHbIX?

B nepBylo oyepefb BaM Heo6Xx0AMMO 06paTWTbCA B YMOHOMOYEHHbIA OpraH
B c(hepe MepcoHasbHbIX faHHbIX - POCKOMHaA30p, a TOYHee, ero TepputopuanbHoe
YnpasneHue.

B Lensx 06bLeKTMBHOrO W MO/IHOr0 PacCMOTPEHMSA BaM HEOBXOAMMO YKa3saTb Cre-
[YIOLLYI0 UH(opMaLmio:

1) nepeyeHb MepcoHanbHbIX AaHHbIX, HENpPaBoOMepHO 06pabaTbiBaeMbIX Ha cail-
Tax B ceTn VHTepHerT;

2) cBefieHMa 0 [OKYMEHTE, YA0CTOBEPAIOLLEM BaLly JIMYHOCTb (KOMWUWU CTpaHuL,
nacnopta), Ans NOATBEPXAEHNA MPUHAANEXHOCTW MePCOHanbHbIX AaHHbIX, HEMpaBo-
MEepPHO pa3MeLLeHHbIX Ha caliTax B ceTu VIHTepHeT, K BaM Kak K CyObekTy nepcoHanb-
HbIX flaHHbIX;
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3) TOYHblE M JOCTYNHblE afpeca CTPaHWL, caiiToB (yKasaTenu CTpaHwuL, caiiTos B
ceTn WNHTepHeT - URL), cofepxalive He3akoHHO obpabaTtbiBaeMble (pasMelLéHHbIE)
NepcoHabHble faHHble, MO3BOMSAIOWMNE OCYLLECTBUTb MPOCMOTP faHHbIX CTpaHuL,
YnpaBneHueMm, a TakKe CHUMKW 3KpaHa C flaHHbIMK CTpaHuLaMu, cofepxallne B cebe
NONHbIA agpec cTpaHuubl caitta (URL) un gatbl ny6namkauum noctos/coo6bLieHnid, co-
[epXallnx He3akoHHO o6pabaTbiBaemble (pa3MelLEHHbIE) MepCcOHasbHble JaHHble Ha
TeKyLLMI A MOMEHT BpeMeHU (faTa) U Apyrue cBeAeHUs, NOATBEPXKAAIOLLME HAPYLLEHNS
Tpe6oBaHW 3aKOHOAATENbCTBA B 0611aCTU NEPCOHaNbHbIX AaHHbIX (BUAE03aNnnCh 3Kpa-
Ha C AeACTBMAMM, MO3BONAIOLLMMN 3a(hMKCMPOBATb HAPYLUEHNS U T.M.);

4) cBefieHMs, YNONHOMOYMBAIOLLME Bac NPeACTaBNATb WHTEPEChl (N3UYECKMX
nny, (Konuu JOBEPEHHOCTENR), NepCoHanbHbIE JaHHble KOTOPbIX pa3MeLleHbl Ha caiiTax
(B cnyyvae HapyLLeHNs nx npas Kak CyGbeKTOB NepCcOHanbHbIX AaHHbIX).

[lononHuTenbHO cnegyeT NpeAcTaBUTb (MPU HaIMYMK):

- CBefleHWs, NOATBepXJatoLie (akT Hanpas/ieHUs BaMu B afipec afiMUHUCTpa-
umu caiita (fanee - onepaTtop) Tpe6oBaHMA 06 YHUUTOXEHWU BalLMX MEPCOHaNbHbIX
[aHHbIX C yKa3aHWeM Ha UX He3aKOHHOe roJiyydeHune (6e3 cornacva) onepaTtopom uau
C yKa3aHvWeM TOro, YTO OHW He ABNAIOTCA HEOOXOAMMBIMU ANA 3afBNEHHON Lenn 06-
paboTkun (NpeAcTasBnseTca NPy BO3MOXKHOCTW HarpaBieHNs YKa3aHHOro Tpe6oBaHus);

- 0TBeT onepaTopa Ha Balle Tpe60BaHNe 06 YHNUTOXEHUN BaLLIMX NepCOHaNbHbIX
LaHHbIX (NpY HanM4un).

O6palliaeM BHUMaHWe Ha TO, YTO BCE MMEIOLLMECS CBELlEHUA AOMKHbI ObITb
npefcTasneHbl B afpec YnpasneHNs efuHoBpeMeHHo!

B cnyuae ecnu no pesynbtatam NpoBepku YnpasfieHne POCKOMHaA30pa BbIABUNO
HapyLleHue, BblfaeTcs npegnucaHne o6 ero ycTpaHeHuu.

Ecnn YnpasneHve PockoMHai30pa He YBUAENO HapyLUeHus, Bbl MOXeTe o6pa-
TUTbCA B LIEHTPaNbHbI annapaTt faHHOro BeOMCTBa.

MoMuMo 3TOro, BCe Cy6BLEKTHI MEPCOHANbHbIX JaHHbLIX UMEIOT NPaBo Ha 3awwuTy
CBOMX MpaB M 3aKOHHbIX MHTEPECOB, B TOM YMCNE Ha BO3MeLLeHNe YObITKOB n (M)
KOMTEeHcaL o MopanbHOro Bpefia B cyje6HOM nopsafke.

OTBETCTBEHHOCTb 3a HapylUeHWe 3aKOHOAATeNbCTBA O MePCOHaNbHbIX AaHHbIX
npefycmatpuBaeTcs B cooTBeTcTBUM co cT. 13.11 Kopgekca 06 afMUHMUCTPaTUBHbIX
npasoHapyLLeHnax P®.
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MOLUEHHWYECTBO B CETW WHTEPHET

3.1. Kak feiiCTBYIOT MOLLUEHHUNKMN

MOLLUEHHNKM 0YeHb XOPOLLO 3HAIOT MCUXOMOrWNI0 N0AeN 1 YMeNo NCMonb3yT
BCIO [IOCTYMHYIO MHMOPMaLUIO, BKOYaa Ty, KOTOPYIO XepTBa MOLUIEHHUYEeCTBa He-
BOMbHO BblAaET Npu 06LieHnn. B opraHmnszaumm TenedOHHbIX MaxMHaLMWiA yyacTByOT
HECKO/IbKO MpPecTynHMKOB. OueHb 4YacTo B TaKue rpynrbl BXOAAT 3/10YMbILLIEHHUKMN,
0TObIBatOLLME CPOK B MCMPaBUTENBHO-TPYA0BbIX YUPEXAEHNAX.

MOLUEHHUKN NCNONb3YIOT CNeaytoLme MOTUBDI:

m  (ecrokoiicTBO 3a 6/IM3KMUX U 3HAKOMBbIX;
m 6ecrnoKoiicTBO 3a CBOW TenedOHHbI HOMep, CYET B GaHKe UM BaHKOBCKYH
KapTy;

® )Ke/naHue BbIMTpaTh KPYMHbI npus;

NOGONBLITCTBO - XKefaHWe NoayYNTb AOCTYN K KaKoi-nn6o nHhopmauuu;
XKenaHue NoMoub 60MbHBIM AETAM AW NHOAAM, MOCTPALABLUUM OT CTUXUIAHBIX
6efiCTBUIA.

CoumanbHble CceTM ABAAIOTCA Knage3eM WHGOPMaLUM  ANS  MOLUEHHWKOB.
Pasmeluas faHHble 0 cebe Ha CBOMX CTpPaHWU4Kax, Mbl He 3afyMblBaeMcsi O TOM, KTO
MOXEeT 3TUM BOCMO/b30BaTLCA. Mexy TeM MMEHHO 6raroaaps Ham CaMUM MOLLEHHU-
KaMm 06blYHO He COoCTaBAAEeT TPyAa y3HaTb MHOPMALMIO O POACTBEHHUKAX, KOHTaKTaXx,
YBEYEHUSAX CBOE NOTEHLMANbHOW XepTBbl 1 NPW BbIMAHUBAHUW [eHer BHYLINUTb A0-
Bepue 3HaHUEM eé NTUYHOW XKN3HU.

3.2. Bupibl MHTepHEeT-MOLLEeHHMYecTBa. Kak 3alnTuTb ceba?

Haunbonee pacnpoCTpaHeHHbIMN BMAaMWN MOLLEHHNYEeCTBa Ha ,D,aHHbIVI MOMEHT
ABNAKTCA:
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Teﬂe(*)OHHoe MOLUEHHNYeCTBO

CylLecTByOT HanGonee pacnpocTpaHEHHbIe CXeMbl TeNePOHHOTO MOLLEHHUYe-
cTBa. BapuaHTOB TOro, KaK NPeACTaBAT BaM WX MOLIEHHMKM, 04eHb MHOTO, HO CYyTb He
MeHsieTcs.

m  O6MmaH no TesnedoHy. C Bac MOryT noTpe6oBaTh BbIKYN UM B3ATKY 3a OC-
BO60XeHWe AKOBbI U3 OTAENEHNs MONNULMW UK ¢ MecTa [, TTT Ballero poicTBeH-
HUKa. UTO Aenatb: B 3TOM Cly4ae rNaBHOe He MaHUKOBaTb, MO3BOHWUTL CaMOMY
POACTBEHHUKY, EC/IN He OTBEYAET, TO MOMbITaTbCA HalTK ero uepes Apy3ei u 3Ha-
KOMBbIX.

m  CMC-npocbba 0 nomoLn. TpeboBaHMe nepeBecTy ONpesenéHHYI0 CyMMY
Ha YKa3aHHbI HOMep C UCMO/b30BaHWEM 06paLLeHNs «Mama», «ApYr», «CbIHOK»
1 T.N. YTO fenaTb: He CrewnTe NepeBoAUTb feHbrn, ybeauTech, YTo B HUX feii-
CTBUTENbHO HYXX/AaeTCs Ball POACTBEHHUK MW 3HAKOMBIA.

m  TenedoHHbI HOMep-rpabuTenb. MaaTHbIA HOMep, 32 3BOHOK Ha KOTOpbIii
CO CuéTa CMUCHIBAETCA AeHeXHas CyMma. UTo AenaTb: He nepe3BaHUBaiiTe Ha He-
3HaKOMble U1 npeanoxeHHble B CMC-co06LieHUsX HoMepa Tened)oHOB.

®m  BbiArpbll B /10Tepee, KOTOPYHO AKOGbI MPOBOAMT PaguocTaHuus Uav
onepartop CBsi3W. Bac MOryT NoNpocuUTL ONAATUTh MOLUAMHY, HANOT W T.M., nepe-
BECTW CYMMY Ha ONpefenéHHbIiA CYET, COOBLNTbL NpULIeAWNIA HA TenedoH Ko,
UTo fenath: He CeLInTe NepeBoAUTL AeHbIM UMM CO06LLATh KaKue-nneo AaHHbIe
no TenedoHy. Mo3BOHUTE MO OULMANLHBIM HOMEPaM (YKa3aHHbIM B CMPaBOYHM-
Kax, Ha caiiTax) KOMMaHuM - opraHu3aTopa 10Tepen UK KOHKypca, y6eauTech B
TOM, UYTO Bac He 0GMaHbIBatoT.

m  LUTpadHble caHKLUM 1 Yrpo3a OTK/HOUYEHUsI HoMepa KOGkl 3a Hapylue-
HUWe [OroBopa C OMepaTopoM Balleil MOGULHOI cBS3W. UTO fenaTb: MO3BOHWTE
camu CBOeMy ornepaTtopy no ouLnasbHOMy HOMEpPY, YTOUHUTE UHAOPMALIMIO.

m  OwWKnGoYHbIV NepeBof cpeacTB. Bac mMonpocsaT nepeBecTw siKo6bl OLIK-
604YHO nepeBefEHHbIE CPEACTBA, a 3aTeM AOMOAHUTENbHO CHUMYT feHbr. YUTo
[enatb: UrHopupyiTe nofo6Hble COO6LIEHUA KU (ECAIN 3TO TenedOHHbIN pas-
roBOp) NOCoBeTyiiTe AN BO3BpaTa OLIMBG04YHO NepeBeféHHON CyMMbI 06paTUTLCS
K 0nepaTopy CBA3M.

MoLLEeHHUYECTBO ¢ 6aHKOBCKUMU KapTamu

Haun6osnee nonynsipHble cnoco6bl MOLLIEHHUYECTBA ¢ 6aHKOBCKUMU KapTamu:
m  CMC-coobuieHne 0 GNOKMPOBKe BGAHKOBCKOW KapTbl, O HECAHKLMOHUPO-
BaHHOM [IBVXXEHWUU [EHEXHbIX CPefcTs, cMeHe [MVIH-kofa, OKOHYaHUU CpoKa

[eiicTBUS KapTbl U T.4. C Tpe6OBaHWeM MepeiiTi Mo cCbisike UM Nepe3BOHUTL Mo
yKa3aHHOMY TeneqoHy.

m  TenedoHHbIN 3BOHOK «pabOTHMKa 6aHKa», MOTEHLMaNbHOIO «MOKynaTens» ¢
NpeAnoXeHnem NporTy K 6amkalilieMy 6aHKOMATy M COBEPLUMTb MaHUNYNALUN
¢ 6aHKOBCKOI KapToii BO 3bexaHne Kaknx-nmbo nocneAcTsuii, BHECEHNS aBaHca
M.
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[Nsi cOXpaHHOCTM BalUX CPEACTB cob/tofaiiTe OCHOBHbIe NMpaBuia Gesonac-

HOCTWU:

camun

m  Hukomy He coobuyaiite cBoii MHH-koa, faxe paboTHMKam 6GaHka. He BBO-
ante MHH-kog npu paboTte B ceT MIHTEpHET, OH MOXET NoTpe6oBaThCs TOLKO
MOLLIEHHWKaM.

m CMC-coobLieHuns no NpoBoAUMbIM OnepaluaM no 6aHKOBCKMM KapTam pac-
cblnatTes ¢ onpefenéHHbIX KOpoTKnx Homepos (CbepbaHk - 900). [ns cBA3n C
6aHKOM He06X0AMMO UCMONb30BaTh O(uLMabHble HoMepa KOHTaKTHOro LieHTpa,
yKasaHHble Ha 6aHKOBCKOI KapTe. Ecim B CMC-coobLeHMn 0 6/10KMPOBKE Kap-
Thbl, ABVOKEHUN AEHEXHbIX CPeACTB YKasaH ApPYroil HoMep, Mo KOTOpOMy npefna-
raeTcs Mo3BOHWUTb, TO 3TO MOLLEHHUKW.

m B cnyyae BO3HUKHOBEHWS Npo6neM y 6aHKOMaTa, He NPUHMMaliTe NOMOLLb
NOCTOPOHHMX, NO3BOHMTE B KOHTaKTHbI LLEHTP 6aHKa Mo TenegoHy, yKasaHHOMY
Ha 6aHkomaTe.

m  Eciu K Bam o6patunuce no TenetoHy, B VIHTepHeTe, Yepe3 coLuanbHble
ceTu MM SpyrumMmu cnocobamu v Nog pasMyHbIMW MpeanoramMmn nbitaloTes y3-
HaTb faHHble O Baweil 6aHKOBCKOW KapTe (HOMep KapTbl, TPEX3HAUYHbIA KOA Ha
060pOTHOI CTOPOHE KapTbl), KOA, MpULLIEALWNiA Ha Ball MOGWbHbIA TenegoH,
naponu Unu Apyryto NepcoHanbHyo MHhopmauuto, 6yabTe 0CTOPOXHBbI, 3TO MO-
LUEHHNKN.

m  [pu TenethoHHOM 06LLEHUN He COBEpLUATE HIKAKUX feCTBUIA y 6aHKOMaTa
N0 UHCTPYKLUM «PabOTHUKOB GaHKa», €C/N TONbKO AaHHbIA 3BOHOK He 6bi1 NHU-
LIMMPOBaH INYHO BaMU.

m  He nepexogute no ccblnkam B CMC-coo6LeHnsX.

m  [pwn nonyyeHun CMC-coobLLEHNIA O CHATUN AEHEXHbIX CPEACTB C Balleit
6aHKOBCKOIi KapTbl HEMeA/IeHHO obpallaiTech B 6aHK, 610KMPYIiTe KapTy.

MOLLEHHNYECTBO B COLMabHbIX CETAX

MOLLEHHWKW aKTUBHO MOMb3YHOTCS COLMANLHBIMU CETAMU U Pa3UYHbIMU CEPBU-
06LLeHus, HanpuMep, caiiTamn 3HaKOMCTB.

MonynspHble €nocobbl MOLLIEHHNYeCTBa:

m  PacnpocTpaHeHue CCbIIOK Ha BpPejoHOCHOe MporpaMmMHoe o6ecrneye-
HYe, NopHorpaguyeckne caiiTbl, MOLLEHHUYECKME PECYPCHI U NMPUIOXKEHNS.
Monb30BaTeNM COLMaNbHbLIX CeTeil 4acTo CTanKMBAlOTCS CO CMamMoM, KOTOpbIii
MPUXOAUT K HUM B «/IMUHbIE COOBLLEHUA» OT UMEHMN «apYy3el» UN HE3HAKOMbIX
nonb3oBaTeneil. Aro 03Ha4aeT, YTO aKKayHTbl aTUX Ntogeli B3nomaHbl. Kak npa-
BUNO, CCbIMKM B TaKWX COOBLLEHNSIX CONPOBOXKAAITCS 3aBNeKaloLL M TeKCTOM,
Hanpumep: «Bugena TBoM POTO, § TAKOr0 He O>XKuAana, NnocMoTpu cam!..», «B
3Toii 6a3e AaHHbIX eCTb BCA MHAOPMaLMs Ha N0GOro Yenoseka» u T.n. UTo fe-
naThb: HUKOTZA He NepexoAnTe No NoA03pUTeNbHbIM CehinkaM. 4ns focTyna B Co-
UnanbHylo ceThb UCNONb3YATe YHUKaNbHbLIA Napob: OH AOMKEH 6bIThb ANUHHBIM,
COCTOSATb U3 LUP U NATUHCKNX BYKB. JTyulle UCMONb30BATb pasHble Naponu Ans
pasHbIX COLMaNnbHbIX CeTeli U Apyrux MHTEpPHET-CepBUCOB. He noaaaBaiiTech Ha
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Mpu3bIB KOro-TO W3 «aAMUHUCTpaLuun caiiTa» coobLWnTb Ball N10TVH W Naponb
nod KaTw-nm6o npeanorom. PerynsipHo MeHsiTe Naponb OT COLManbHOW cetu
(x0T 6bl pa3 B MecsL,); ocTeperaiiTecb MOLIEHHNYECKUX CaliTOB C MOXOXMMMW NO
HanucaHuio HasBaHusMu (vkontahte.ru, vkOntalkte.ru n T1.4.). 9T «QUWKNHrO-
Bble» CTPaHWL bl PaCCYMTaHbl HA HEBHUMATENbHOCTb U Ha TO, YTO Bbl cCaMu Npeso-
CTaBUTe MOLUEHHWKaM CBOW NOTVH ¥ Naponb.

®  3HaKOMble He3HaKOMLbl. B coumanbHbIX CeTAX U Ha caliTax 3HakOMCTB MO-
LUEHHVKMN CO3[atl0T CTPaHuLbl, FAe yKasblBaloTCs faHHble 1 pa3meLyarTcs GpoTo-
rpauy BbIMbILLNEHHbIX MtoAei. C MOMOLLbI0 3TUX CTPaHWL, OHU 3HAKOMSATCS C
ApYrvmn nonb3oBatensiMu caiita. Co BpeMEHeM MOLLEHHWKW BXOASAT B JOBEpUe,
npeanararoT nepeiTn cobecefHUKy Ha 6onee «6n13Koe» 06LLEHNE N OCTaBASAIOT
cBOI HoMep TenedpoHa. CambIM 6€306MAHBIM NOCNEACTBUEM TaKOro 06LeHNs By-
[ieT TO, 4TO HOMep OKaXeTCs NAATHLIM U C BalLero cYéTa CnnLIYTCS [eHbrn.

m  [Ipocb6bl 0 (HMHAHCOBOW MOMOLLM, 61aroTBOPUTE/IbHbIE —aKLUW.
MOLLEHHWKM YacTO UCMONb3YHOT TaKne NOBO/bI, NO3TOMY, MPEX/e YeM NepeBecTu
LeHbIY AN NoMoLm, y6eanTech, 4To Bac He 06MaHbIBaloT. O6paTUTe BHUMAaHKeE
Ha HanMuue HeCKO/bKMNX KOHTAKTOB (TeNegoHbl, 3NeKTPOHHAsA MouTa, CTPaHUYKK
B COLMANbHbIX CETAX), HAIMUME MOATBEPXKAAOLLNX AOKYMEHTOB.

MoLlueHHNYECTBO Ha caiiTax becniaTHbIX 06bABNEHNUIA

Pa3melas 06bABNeHUs, UAW NOKynas 4To-nMbo Ha caliTax GecnnaTHbIX 06bAB-
NneHunii (Hanpumep, «ABWUTO»), 6yAbTe BHUMATENbHbI W OCTOPOXHbI, TaK Kak MOLLEH-
HWKM OYeHb 4acTo MCNOMb3YKT UX AN obmaHa. MNpogaBas YTO-TO, Bbl XXenaeTe Mo-
NyunTb NPUGHLINL, HO, CTONMKHYBLUMCH C MOLUEHHUKaMW, MOXETe NoTepsTb BCE CBOM
cbepexeHus.

Kak Bac MoryT o6MaHyTb:

m  OnnaTa uav npegonsara 3a Bawl ToBap. O4YeHb YacTO 3aMHTEPECOBaHHbIE
nokynaTtenu npeanaraloT MPOM3BECTU ONMaty (eCAM CyMMa He3HauuTenbHas)
UM Npefonnaty 3a Ball TOBap, HO CAeNaTb 9TO MOTYT MO KaKUM-ANGO mpuyun-
HaM TONbKO Ha 6aHKOBCKYH KapTy (HaxoAATcs B APYrOM ropoge, HeT HannuHbiX
JeHer, fIeHbr Ha PacYETHOM CYeTy W T.M.), HO NPW 3TOM TPEGYIOT COOBLUNTL He
TONbKO HOMep KapTbl 1 ®UO (Gonblue 415 NepeBofa HAYEro He TpebyeTcs), HO 1
Apyrue faHHble. MOMHMTE, YTO eCNv BaC NMPOCSAT COOGLMUTL NpULLIeALWNIA Ha Tene-
(hOH Kof, NPOTU K GaHKOMATY W COBEPLUNTbL KaKuMe-TO JeiACTBUS, BCTABMB Bally
KapTy (4T06bI, HANPUMeEp, MOATBEPAUTL MPOXOXKAEHNE NNATeXa), CO06LYUTL CPOK
[eiiCTBUA KapTbl U TPEX3HAYHBIN KO HAa 0GOPOTHOI CTOPOHE, TO 3TO MOLLIEHHUKH.
MpeKpallaiTe KOHTaKTbl C TaKUMMW «TOKYNaTeNAMU» W, €CAIN YCMENN CO0BLUThL
KaKue-To flaHHble, HeMeAneHHO 6M0KMPYiiTe GaHKOBCKYIO KapTy, NMO3BOHUB MO
YKa3aHHOMY Ha Heli Homepy TenedoHa.

m  [pegonnata 3a Nokynaemblii ToBap. Mokynas 4to-n160, 6yasTe OCTOPOX-
Hbl, €CAM Bac NMPOCAT NPOW3BECTY Npefonnaty. BnonHe BO3MOXHO, YTO NONy4YMB
6, «MpoaaBeL» nepecTaHeT 0TBeYaTh Ha BallW 3BOHKM.

m  CMC-coo6LieHmMA co cCbIKOM. Ha Homep, KOTOpbIiA Bbl yKasanu npu ny-
61mKaLuMm 06bABNEHNSA 0 MPOAAXKE NN XKEeNaHUM YTO-Nn6O KynuTb, MOXET Npuii-
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TM CMC-c006LLEeHMe C NPeS/IoKeHeM ToBapa, 06MeHa W CChINKOM Ha 3TOT ToBap.
Ecnn Bbl nepeiére no CCbiNKe, TO 3arpysvTe Ha CBOIA Tened)oH BPefoHOCHOE
nporpaMmMHoe o6ecreyeHme, KOTOPoe Mo3BOMT MOLLIEHHUKAM MOAYYUTL 4OCTYN
K BalUMM GaHKOBCKMUM KapTam.

ByabTe OCTOPOXHbI, EC/IM BaM NpeAnaraoT:

B Ha3BaTb HOMep 6aHKOBCKOM KapTbl, TPEX3HAUHbIV KOf, Ha 060POTHOI CTOPO-
He KapTbl, MNH-KogA;

B [pOU3BECTM MaHUNyAALMKN ¢ 6aHKOBCKON KapToli y 6aHKOMaTa;
m coO6WMTb NpULLEALLINIA HA TeNedOH KOZ;

W 1epeBecTU CyMMy feHer (aBaHC, 3a/10r, MOLUJMHA, HaMor, OWKUGOYHO Mepe-
BefEHHbIN NnaTex u T.n);

m  epeiiTu no ccbinke B MIHTepHeTe, B CMC- nam MMC-coobLleHnmn Ha cMapT-
(hoHe;

®  103BOHUTb MO yKazaHHOMY B CMC-coo6LeHnn Homepy TenetoHa;
m  OTNpaBuUTb Ball HOMep TenedoHa;

m  otnpaButb CMC-coo6LyeHne Ha KOPOTKMiA HoMep;

B Ha3BaTb NapoNu OT BalLMX NNYHbIX CTPAHUYEK B COLMANbHbIX CETAX.
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4.1. TIOHATUe BPeJOHOCHOI NporpaMmsl

OpfHoli 13 Hambonee akTyanbHbIX NPo61emM Npu paboTe B CeTW VIHTepHeT ABNsAeT-
€A 0NacHOCTb 3apaXKeHWs Balllero TEXHUYECKOro yCcTpoicTBa (KOMMboTepa, cMapTdo-
Ha, NnaHLweTa) BPeAOHOCHLIMW MPOrpaMmamu.

BpefoHocHas nporpamma («Bupyc») - ntoboe mporpaMMHoe ob6ecneyeHwe,
npegHasHauyeHHoe Ans NoayYeHUs HeCaHKLMOHMPOBAHHOIO JOCTYNa K BblYNCAUTENb-
HbIM pecypcam TeXHUYeCKOro YCTpOWCTBa MM K MH(OPMALLMKN, XPaHUMO Ha Hewm, ¢
LieNbl0 HeCaHKLMOHWPOBAHHOTO WCMOAb30BaHNS PeCypCoB TEXHWYECKOro YCTpoicTBa
UAN NpUYMHEeHNs Bpeaa (HaHeceHWs yllep6a) Bnagensly nHhopMauuy n/unu Bnagenb-
Lly TEXHWYECKOro YCTPOWCTBa NYTEM KOMUPOBAHWS, UCKaXEHWS, yAaneHus uam nog-
MeHbI MHGhopMaLWK.

MpWYnHbI CO3A4aHNsA «BMPYCa» MOTYT ObITb CaMbIMW Pa3HbIMU - pasBheveHue,
He3aKoHHOe Mony4yeHne NpUGLINK, Kpaxa akkayHTOB COLManbHbIX CeTAX W T.4. Bax-
HO MOMHWTb, YTO HE3aBMCMMO OT Lienn co3aaTens BPeAOHOCHOIW MPOrpaMmbl, KaXAblii
BUPYC MpeACTaBNsfeT CYLLeCTBEHHYI0 OMAacHOCTb AN N060ro U3 BalMX TEXHUYECKUX
YCTPOIACTB.

Hu B Koem cnyyae Henb3s cuMTaTh, YTO 3Ta Npobiema He KacaeTcs Bac. XXepTBoi
BPeOHOCHOI NMPOrpamMMbl MOXET CTaTb KaXKAbINA.

4.2. Buibl BPeAOHOCHbIX MPOrpaMM ¥ OCHOBHbIE CMOCO6bI MX pacnpocTpa-
HeHus

B HacTosiLLee BpeMs Bblfe/leHbl C/IefyHOLL e OCHOBHbIE BUAbI BPEAOHOCHbIX
nporpamm:

®aiinoBble BUPYChI

[0 pacnpocTpaHeHus B ceTu IHTepHeT faHHbIi TMN BUPYCOB Gbin Hambonee ya-
CTO BcTpeyarowumes. ®aiinoBble BUPYChI 3apaXKaroT UCNO/HsAeMbIe (aiiibl Pa3inYHbIX
onepauuoHHbIX cucTeM. B HauGonee pacnpocTpaHeHHoii Ha cerogHs OC Microsoft
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Windows 3To ucnonHsemsle haiinbl (paclivpeHns .exe, .coT), AMHaMUYecKme 6Mbano-
Tekm (.dll), komaHgHble daiinbl (.bat), gpaiiBepbl YCTPOICTB (.SyS) U (haiinbl CLieHapueB
(ckpunTbl). ®alinoBbIi BUPYC 3anNnCbiBaeT CBO KO B «TeN0» Mopaxaemoro gaiina un
npy obpaLleHnn K Hemy OonepaLyoHHONM cUCTeMbl NepexBaTbiBaeT ynpasneHue, nocne
4ero MOXET COBepLlaTb pa3/nyHble BPefOHOCHbIEe fAeliCTBMA: KOMMPOBaTb CBOW KOg
B pyrve taiinbl (pasMHOXaTbCA), CTUpaTh Apyrue (ainbl, NCKaxaTb faHHble U T.4.
Mocne BbINONHEHMA CBOEro Habopa AelCTBMIA BUpYC nepefaeT ynpaBneHue Apyrum
nporpamMmam, u Nonb30BaTe/lb MOXET faxe He Nofo3peBaTb, YTO Ha ero MK npoucxo-
VT Kakas-To AeCTPYKTUBHaAsA feATeNbHOCTb.

3arpysoyHble BUpYChI

Buvpycbl 3TOro TvNa nopaxatoT 3arpy3ouHble cekTopsl (boot-o6nactn nnn Master
Boot Record) 3arpy3o4HbIX YCTPOWCTB (XKeCTKUX [MCKOB, AuckeT, flash-gpaiiBoB).
Bupyc (boot-Bupyc) 3ameHsieT co60i 3arpy30uHblii KOd, KOTOPbIV BbINOMHAETCA Npu
BK/IIOYEHNN KOMMblOTEpPa M TakuM 06pa3om nosyvaeT ynpasfieHue elle 40 Henocpea-
CTBEHHOrO 3anycka OMepauWoHHON cucTembl. MonyumB ynpasneHue, BUPYC MOXeT
NpPoun3BOAWTL pasNnyHble AeNCTBUA - HanpUMep, 3arpy3nTb CBOW Kog B ONepaTuBHYIO
namsaTb. PasMHOXaeTcs BMUPYC 3amuCblo B 3arpy304Hyto 06nacTb Apyrux Hakonutenei
KoMnbloTepa.

MakpoBupychbl

Makpoc - B MpuHUMNeE, TOXe WCNOMHAeMbId aiin, KoTopblid, oaHako, pabo-
TaeT TOMbKO B CBOeW MPOrpamMMHOI cpefie - Hanpumep, B MpuUNoXeHusx Microsoft
Office. Makposupycbl nopaxatowiue fokyMmeHTsl Microsoft Office n asnawTca Hau-
6onee pacrnpocTpaHeHHbIMM. OHM HanucaHbl Ha A3bike Visual Basic, kKoTopblii nc-
nonb3yeTca B NpunoxeHusx cemeiictea Office. Bupyc 3anuceiBaeT ce6s B DOT-aiin,
B KOTOPOM COJAepXaTcs Bce rnobasbHble MakpoChl, 4acTb M3 KOTOPbIX OH NOAMEHSET
coboii. Mocne 3Toro Bce (haiifibl, COXPaHEHHbIE B MpuaoXeHun (Hanpumep, Excel),
yxe 6ygyT cogepxaTb Makposupyc. lMpn 3anmycke 3apaXeHHOro Makpoca BbINOJ-
HAKTCA pasNuyHble BPeAOHOCHbIe AENCTBUA C [aHHbIMW (MCKaXeHWe, ypaaneHue).
KOHeYHOo, 3TO faneko He MOMHbIA MepeyeHb BUAOB KOMMbIOTEPHBIX BUPYCOB.
KnaccndpuumposaTb X MOXHO M NO APYrMM NpUHLMMIAM, Hanpymep, No cnocoby 3a-
paXKeHUa UK N0 anropuTMy AeicTBUA. TemM He MeHee HaM KaxXeTcs, 4To Ana 6a30Boro
MOHATWS O KOMMNbIOTEPHbIX BUPYCaX NPMBEAEHHON MH(OPMALLMM AOCTATOHHO.

CeTeBble YepBu (worms)

OCHOBHasi 0COGEHHOCTb 3TOr0 TUMa BPEAOHOCHLIX MPOrpamMm - pacrnpocTpa-
HeHMe uepe3 KOMMbLIOTEPHbIE CETU, YMEHWEe WNCMo/b30BaTb CETEeBble MPOTOKO/bI Mepe-
Jaun faHHbIX. Hanbonee pacnpoCTpaHeHHLIM BUAOM CETEBbIX 4epBeii SBAAOTCS No-
yTOBbIE YepBy (e-mail worms). 3apasuTbCs UMU MOXHO NPU OTKPBLITUM MPUNOXEHNS K
371eKTPOHHOMY MUCbMY C YepBeM WK Npu nepexode no htmi-ccobinke, NpuBeAeHHON B
[aHHOM nucbMe. 3auacTyto Nofb3oBaTeneil NobyxaaoT Heo64yMaHHO OTKPbIBATL MpU-
JIOXKEHWS MUCEM WNN MHTEPHET-CCbINIKU B NUCbMaX.

Mpy aKTMBM3aLMM KOAA YepBs MPOUCXOAMUT ero pasMHOXKEHME - HauMHAEeTCs pac-
CbifIKa YepBs MO APYrMM afpecam 3N1eKTPOHHON MOYThbI C 3apaKeHHOro KOMMbLIOTEpPA.
[Ons onpefeneHus CNUCKa agpecaToB YepBb MOXET UCMONb30BaTh afpPecHYH KHUTY
Mporpammbl - NMOYTOBOrO KAMEHTA MW AaXKe CKaHWPOBaTb (haii/ibl Ha XKECTKOM AWCKe B
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nouckax agpecos e-mail 6yayLimx xxepTe. B HacTOALWMIA MOMEHT NOABUANCH CETEBbIE
4epBwu, KOTOPble MOFYT PacnpoCTPaHATLCS U Yepe3 CNyXKObl MTHOBEHHbIX COOOLLEHMIA
(MHTepHeT-nelaxepsl), HanpumMep, Takue Kak 1ICQ.

TposiHbl (Trojans)

OJMH 13 CaMbIX OMacHbIX TUMOB BPEAOHOCHbLIX NPOrpaMM Ha CerofHs. TposHbI
- 3TO BPEAOHOCHbIE MPOrpamMbl, KOTOpble 06bIYHO MAcKMpyloTCs MOf Kakoe-nnu6o
6e306MaHOe MPOrpaMMHOe NPUNOXKEHUE: BbIOBEPbI KAPTUHOK, CKPUHCEBepbI, ANCKO-
Bble YTUNUTbI, 06HOB/EHMUE OMepaLMoHHOl CUCTeMbI U T.4. Monas 06MaHHbLIM MyTeM Ha
KOMIMbLIOTEP XEPTBbl, TPOSAHbI B 3aBUCMMOCTHM OT CBOEI0 Ha3HauYeHUs MOTYT BbINOMHATL
pasnuuHble AeficTBUA: 06ecneunBaTh 3/10yMbILLIIEHHUKY BO3MOXHOCTb YAANEHHOTO af-
MUHUCTPUPOBaHUs MK XepTBbl, BOPOBaTb MOMb30BATENLCKME MApPOaN OT PasnuHbIX
CepBucoB (B TOM 4uC/ie N KOMMEPUECKMX), HECaHKLMOHMPOBAHHO CKauMBaTb Kakue-
6o haiinbl U T.4. W T.N. IHOTAa 0 NPUCYTCTBMW TPOSIHCKOI NPOrpamMMbl MOXET CBUAE-
TeNbCTBOBaTh Heo6bluHOe nosefeHne MK: caMonpon3Bo/bHO PacKpbIBaOLLMECS OKHA,
3aBUCaHWs, 3aMeTHOE 3aMefiNIeHe CKOpPOCTU paGoTbl KOMMbOTEpA.

Mporpammbl 4nsi B3/loMa (Xakepckue nporpammbi)

CylLecTByeT elle Lenblii Knacc nporpamm, KoTopble He YrpoXatoT Hemocpes-
CTBEHHO KOMMbLIOTEPY, HA KOTOPOM UCMOMHAIOTCS, & UCMOMb3YIOTCS 41 aTaku Ha gpy-
rvie ceTeBble pecypcbl UK B3noma. Mofpo6HO OHU OMUCaHbI B BUPYCHOI 3HLMKNOME-
Any Kacnepckoro.

OCHOBHbIMY criocobamu pacnpocTpPaHeHUs BUPYCOB AB/AKOTCA:
MNHTepHeT

Ino6anbHas MHPOPMALMOHHAs CeTb VIHTEPHET Ha CeroAHSLIHWUIA fieHb ABNseT-
Csl OCHOBHbIM UCTOYHWMKOM pacnpocTpaHeHUs BCeX BUAOB BPeJOHOCHbIX MPOrpamm.
VIMeHHO NoaToMy Npu pa6oTe B MIHTepHeTe He06X0AMMO YAensTb 60/blle BHAMAHNS
BoMpocam 6e3onacHoCTy.

BUpyC MOXeT NonacTb Ha Ballle TEXHWYECKOe YCTPOICTBO Npy creaytolinx 06-
CTOSATEeNbCTBAX:

- NPV NOCELLEHNI caliTa, CoAepyKaLLero 3N10BpeAHbIi Kog;

- NpU CKauMBaHWUU BPELOHOCHBIX MPOrpaMM, MacKMpyIoLLMXCs NOA pasnuyHoe
nporpaMmHoe obecnedeHue;

- NPV CKauMBaHWUU Yepes peer-to-peer CeTb (Hanpumep, TOPPEHTHI).

ANeKTPOHHas noyTa

[,0CTaToO4HO 4YacTo MOYTOBbIE COOGLUEHUs, MOCTynatoliMe B MOYTOBLIA ALMK
nonb3oBaTens, UCMONb3YITCA A PacnpocTpaHeHUs BPeJOHOCHBLIX mporpamMm. Mpu
OTKPbITUM TaKOro NMCbMA U NPU COXPaHEHWUM Ha MCK BIOXEHHOTO B NUCLMO (haiina Bbl
MOXeTe 3apa3nTb AaHHbIe Ha BalleM KOMMbOTEpE.

BHeLLUHWe HOCUTeNM UHopMaLun

He cekpeT, 4To Ans nepefays MHPOPMALMW MO-NPEXHEMY LIMPOKO MCMOMb3y-
0TCS UUPOBbIE AUCKW, Pa3HOOGPa3sHbIE KapThl MaMsSTW U ApYrue BHELUHUE HOCUTENN
UHhopmMaLmu. Mpn paboTe ¢ HUMK TakKKe HEO06X0AMMO NOMHUTL O 6e30MacHOCTY - 3a-
nycKas Kakoi-nm6o thaiin, pacnonoxeHHbIi Ha BHELLHEM HOCUTeNe, Bbl MOXETe Mo-
pasuTh flaHHble Ha BalleM TEXHWYECKOM YCTPOICTBE BUPYCOM U, HE3aMETHO A5 cebs,
pacnpocTPaHnTbL BUPYC Ha AMCKM BALLEro KOMMbIOTepa.

19



YA3BUMOCTU B NPOrpaMmMHOM obecneveHUn

Tak Ha3blBaeMble «fblpbl» (3KCMONTLI) B NPOrpaMMHOM 06ecneyeHnI ABASOTCS
OCHOBHbIM MCTOYHMKOM XaKepCKMX aTak. Ys3BUMOCTW MO3BOMSAIOT MOMYYUTb XaKepy
YZaneHHbli 4OCTYN K BalleMy KOMMbIOTEPY a CefoBaTe/bHO, K BalUM aHHbIM, K [10-
CTYMHbIM BaM pecypcam I0KanbHOM CeTU, K ApYrMM UCTOUHUKAM NIMYHO UK KOHU-
AeHLNanLHOM MHdopMaLmn.

4.3. MNMpodunakTmka

BaxKHelLuMM CpeACTBOM 3aLLMTbl TEXHNYECKMNX YCTPOWCTB OT BO3AelCTBMUA Bpe-
[LOHOCHbIX MpOrpaMm sBNAeTCA NpoPuiakTuKa. BoT HECKONIBKO NPOCTbLIX COBETOB MO
ee MpoBefeHIo:

m  BaxHO nonb30BaThCA TOMBKO JIMLEH3NOHHLIMW MporpaMmaMn U onepawm-

OHHbIMU cucTeMamu. Jlto6as HenMLEeH3MOHHAA nporpamma - MoTeHunanbHas

yrpo3sa ans 6e30MacHOCTM BalLero TEXHUYECKOro YCTPOWCTBA, T.K. OHA MOXET Co-

[iepXaTb pasnnuHbIX «BpeauTeneii». Ecnn npnobpecTy NNLEH3NOHHYIO BEPCUIO

nporpamMMbl BaMm NpejcTaBnsetca npobneMaTnyHbIM, CTOUT 3agymatbcs 06 uc-

nosb30BaHNM 6ecrnnaTHbIX aHa0roB.

m  Heo6x04MMo0 MpOBOAWTL perynspHble 06HOBNEHWS MpOrpaMMHOro obecre-

yeHma. Kaxpjasa HoBas Bepcus MporpaMmbl CTPeMUTCA UCNPaBUTb YA3BUMOCTU

npeablayLleil Bepcumn, TeM cambiM Jenas Balle TEXHWYEeCKoe YCTPOWCTBO Gonee
3alWILEHHBIM OT HEraTUBHOIO BMELLATE/IbCTBA.

m  CaMoe rnaBHoe - UCNo/b30BaTh CreLuanbHble CPeAcTBa 3alnThl, Takue Kak

aHTUBMpYC U haiiepBoN. VIMEHHO fiBa 3TUX KOMMOHEHTa BO MHOTOM 06ecrneynBa-

10T 6€30MacHOCTb BaLLero TEXHNYECKOro yCTponCTBa.

AHTUBMPYC, KaK ¥ BCe OCTa/lbHOE UCMONb3yeMoe BaMu NporpaMmHoe obecneuve-
HVe, JO/KeH 6bITb NneranbHbIM U MOCTOAHHO O6HOBAATLCA. B MpOTWBHOM chyyae OH
BPAS, NI 06eCrneyunT Hafiexalllyto 3aluTy. ST0 CBA3aHO C TeM, YTO KaX/blii aHTUBUPYC
MMeeT COOCTBEHHYIO 6a3y BpeAOHOCHbIX NPOrpamMm, KOTOpble OH YMeeT pacno3HaBaTb
- CB0E06pPa3HbI «4EpHbI cnncok». K coxaneHuto, KONMYeCTBO BbISBNSEMbIX Bpeso-
HOCHbIX nporpamm B Mupe 3a 10 net yBennyunock B 208,3 pasa u npesbicuio 300 ThiC.
B CYTKM1 M03TOMY BaXXHO CBOEBpPeMEHHO O6HOBMATbL aHTUBMPYC, Befib MHaye OH He
pacno3HaeT BMPYC W MPONYCTUT ero Ha Ballle TeXHNYeCKoe YCTPOICTBO.

To xe kacaeTcs n (aiiepBona. 3To cneunanbHbil GUALTP, KOTOPbIA KOHTPOMU-
pyeT JOCTYyN K VIHTepHeTYy € TOro WAM MHOTO YCTPOWCTBa. Bo-nepBbiX, OH MOXeT 6/10-
K1poBaTb MOMbITKWA BUPYCOB NOAK/OYATLCS K CETU C Ballero komnbstoTepa. Hanpumep,
MellaTb 60Ty 06LaThbCA CO CBOMM X03MHOM. BO-BTOpbIX, OH 3HaeT, Y Kakux caiToB
X0pollas penyTaums, a Kakum 4oBepATb He CTOWT. «HepHble» U «benble» CAUCKK (aii-
epBona, Kak 1 aHTUBMpPYCa, A0MKHbI BbITb CBEXMUMU. TOrAa OH CymMeeT BOBPEMS OCTaHO-
BUTb Bac, e/l Bbl cobepeTech NepeiiTi Mo NOJ03PUTENbHON CCbINKE.

OfHako onpefensTb 3apaxéHHble caiiTbl HaBepHAKa (aliepBon He ymeeT. Mo-
3TOMY ANA rapaHTUM 60nblueii 6e30MaCHOCTM MOXHO YCTaHOBWUTb AOMONHUTENbHbIE
cepBUChI, KOTOpble 6bl 6GNOKMPOBANM Nepexofbl Ha onacHble cTpaHuubl (Google Public
DNS, AHgekc. DNS v ap.).

1 https://rns.onHm/it-cmd-media/Kolichestvo-viyavlyaemih-kompyuternih-virusov-v-mire-
2a-10-let-viroslo-v-200-raz—2017-04-18/

20


https://rns.onHm/it-cmd-media/Kolichestvo-viyavlyaemih-kompyuternih-virusov-v-mire-

5.1. Baww pebeHOK B KnbepnpocTpaHcTBe

Henb3s cnopuTb ¢ TeM (hakToOM, YTO CeTb VIHTEpHET npefocTas/isieT COBPEMEHHBIM
[leTAM OTPOMHbIE BO3MOXHOCTU A/151 pa3BUTUA, 00YUeHNs, BUPTYabHOTO 06LLEHUS CO CBEp-
CTHUKaMK, NOMYYEeHWIO BaXKHOW NH(OPMaLIMK 06 OKpYXKatoLLEeM NX MUpe.

OtBeyas aToMy 3anpocy, B CeTn 6bln CO3AaH TaKoi CErMeHT, Kak «eTCKMIA VIHTepHeT»
- COBOKYMHOCTb 06y4aroLmMx W pasBnekaTeNbHbIX CaliToB, MPefOCTaBASIOLMX LUMPOKME
BO3MOXHOCTM [/11 NMONE3HOr0 W YB/IEKaTeNbHOTO BPeMSAMNPEnpoBOXAeHUa. Ha Takux nno-
LafKax Aetm MoryT cB060/HO 06LLIATLCA CO CBOUMU POBECHWUKAMM, UrpaTb B UIPbl, YNTaTb
CKa3Ku 1 CMOTPETb My/NbTHOUIbMBI.

BmecTe ¢ TeM cnieflyeT MOMHUTb, YTO B BONLLUMHCTBE Cy4aeB VIHTepHET - faneko He
camoe noaxofsilee Mecto ans pebeHka.

MOCTOAHHO pacTeT KONMYEeCTBO HEraTWBHbLIX MHTEPHET-pecypcos. Tak, 3a nepuoj
2016 - 2017 rr. B Poccum 6b1n0 3abnokupoBaHo 6oniee 3000 caiiToB, Ha KOTOPbIX cOAep-
Xa/mMcb 3KCTPEMUCTCKME MaTepuasibl. [0 [AaHHBIM aMepuKaHCKOro WCCnefoBaTe/ibCkoro
LieHTpa TopTenReviews, 12% Bcex caiiToB (24,8 MH) cogepat MaTepuanbl Ans B3pOoC/biX.

MomMnMO 3TOro, NOABNAIOTCA U HOBbIE MHTEPHET-YrPo3bl. [leTn, 4acTo He 3afyMblBa-
ACb, PACcCKa3bIBAIOT CBOMM OHMAaNH-APY3bAM, FAe OHY XXMBYT UK MO Kakomy rpaduky pabo-
TatoT VX POAUTENN, OTMPaBAAIOT AoporocTosiime SMS MOLLEHHUKaM U vyacamy CUAAT B CO-
LiYanbHbIX CETAX, YTO HE MOXKET He CKa3aTbCA Ha UX MCUXUYECKOM 1 PU3NUYECKOM 3[00POBbLE.
Kpowme Toro, B nocnefHee BpeMs y4acTUANCh CyYau NpecnefoBaHus 1 3anyruBaHus feTei
yepes pas/iMyHble UHTEPHET-CEPBUCHI. 10 AaHHbIM HECKO/IbKMX OMPOCOB, B CPELHEM KaXK-
[l BTOPOVA NOAPOCTOK CTA/IKUBA/CA C YHWKEHWUAMMW 1 OCKOp6neHnammn B CeTu.

JMto6oii pognTenb [JOMKEH CO BCE BHUMATENbHOCTbIO OTHOCUTLCA K ilaHHOV Npo6ne-
Me 1 obecneunTb cBOeMy pebeHKy 6e3omacHoe UCMoNb3oBaHNe CeTu VIHTepHeT.
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5.2. BoaMOXXHble Yrpo3bl Ans Ballero pebeHka

Kak Mbl y)Xe cKasa/u paHee, VIHTEpPHET COZePXUT PasfnyuHble Yrpo3bl, C KOTOPbIMU
MOXET CTONKHYTbCS Ball pebeHOoK. [MpefnaraeM BaM 03HaKOMUTbCS C HauGoree pacnpo-
CTPaHEHHBLIMU 13 HUX Ha JaHHbI/i MOMEHT:

1. KOHTEHTHbIe pUCKKN

KOHTEHTHbIE PUCKW CBsA3aHbl C NOTPeGneHeM MHAGopPMaLWK, KoTopasi NyGanKyeTcs
B VIHTepHeTe U BK/IOYAET B ce6s HE3aKOHHbIN 1 HenpesHasHaueHHbI ans feteid (Henogo-
6atoLLUil) KOHTEHT.

*  Henogo6atoLuit KOHTEHT

B 3aBUCUMOCTU OT Ky/NbTypbl, 3aKOHOATENbCTBA, MEHTA/IUTETA U Y3aKOHEHHOIO BO3-
pacTa cornacusi B CTpaHe OMpefensieTcs rpynna mMaTepuanos, CUMTAIOLMXCS Henoao6aio-
WumMK. Henogo6atoLuii KOHTEHT BK/IOYAeT B Cefs MaTepuanibl, COAEpXKallve: Hacuive,
3POTUKY M NOPHOrPaIMIo, HELLEH3YPHYHO NEKCHKY, UHPOPMALIMIO, Pa3XUTaIoLLy0 PacoBYiO
HEHaBMCTb, NpOMaraHAy aHapeKkcuu 1 GYMMUK, CYULUMaA, a3apTHBIX UTP U HAPKOTUYECKMX
BELLIECTB.

. He3aKoHHBbI KOHTEHT

He3aKoHHbIi KOHTEHT - 3TO KOHTEHT, HapyLUaloLWmii MECTHbIE, PErMOHaNbHbIE 3a-
KOHbI Y MOPaIbHO-3TUYECKME NPUHLMMBI.

B Poccuiickoin ®efiepalnm nog faHHOe MOHATME NOMNajatoT MaTepuasibl CEKCYanbHOTo
XapaKTepa C yyacTueM AeTeld 1 NoAPOCTKOB, NOPHOTPatMuecKuili KOHTEHT, OMUCaHUS Hacu-
NnS, B TOM YNC/E CEKCYaIbHOTO, 3KCTPEMU3M U pa3XKuraHve pacoBOi HEHaBMUCTU, MPU3bIBbI
K cyuuyay, MaTepuasbl, pacnpocTpaHsIoLWmecs ¢ HapyLLeHMeM aBTOPCKMX Npas, MH{opma-
uus 0 cnocobax NpUoBPeTeHNs UK U3rOTOBMIEHUS HAPKOTUYECKNX BELLECTB.

2. OneKTpoHHas 6e30nNacHoOCTb

Puvicku, cBSi3aHHbIE C 311EKTPOHHOI 6e30MacHOCTLI0, OTHOCATCS K pasinYHoiA Knbepae-
ATENbHOCTU, KOTOpasi BK/KOYAET B CeOS: pasrialleHne NepcoHabHON MHEopMaLum, BbIXod
B CeTb C JIOMALLIHEro KOMMboTepa C HU3KUM YPOBHEM 3alLUTbl (PUCK NOABEPTrHYTLCA BUPYC-
HoIA aTake), OHMaliH-MOLLEHHUYECTBO U Cram.

¢ BpepoHocHbIe Nporpammbl

BpeoHOCHbIE MporpaMMbl - 3TO NPOrpamMMbl, HEFraTUBHO BO3LENCTBYOLLME Ha pa-
60Ty KoMnbloTepa. K HAM 0THOCATCA BUPYChI, NPOrpaMMbI-LUMMOHbI, HeXKenaTeNnbHoe pe-
KncwwHoe MO v pasnuyHble opMbl BPeJOHOCHbLIX KOJOB.

. Cnam

Cnam - 3TO HeXKenaTe/bHble 31eKTPOHHbIE NUCbMa, COoAep>Kallue peknaMHble Mma-
Tepnanbl. Cncl Joporo 06XoauTces A nonyyaTens, Tak Kak nonb3oBaTenb TPaTUT Ha
nonyyeHne 6GOMbLIET0 KOMMYECTBA MUCEM CBOE BPEMS M OTOYEHHbIA UHTEPHET-TpaguK.
TaKkoKe He>KenaTeNbHas NouTa MOXKET COfep>KaTb B BULe camo3anyCKatoLLMXCa BOXKe-
HWiA BpEOHOCHbIE NPOrpaMMbl.

. KunbepmoLLeHHNYeCTBO

K1GepMoLLEeHHUYeCTBO - 3TO OAUH U3 BIUAO0B KN6EPNPeCTYTeHWs, Liefbio KOTOpOoro
ABNseTCA 06MaH NoNb3oBaTenNeid. XuLeHne KOHPUAEHLMANbHbIX AaHHBIX MOXKET MpUBECTY
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K TOMy, YTO XaKep He3aKOHHO MonydyaeT AOCTYN W KakUM-160 06pa3oM MCNonb3yeT nny-
HY0 MHCPOPMALIMIO MONb30BATENS C LENbI0 TAYYNTb MATepUanbHyo npubbiib.

KOMMYHMKaLMOHHbIE PUCKMN CBA3aHbI C MEXKUYHOCTHLIMU OTHOLLEHUAMU UHTEPHET-
no/b30BaTe/Nel U BKNOUAKOT B Ce651 KOHTaKTbI HEAO(*)W'IOB CAeTbMUN N KM6epI'IpECﬂe,U|OBaHVIﬂ.

. He3aKoHHbI KOHTaKT

He3aKOHHbIN KOHTaKT - 3T0 06LLeHMe Me>XKy B3pOC/bIM U PeBEHKOM, Mpu KOTOPOM
B3pOCNbIi NbITaeTCA yCTaHOBUTb 6onee 6/13KMe OTHOLIEHUS 1S CeKCyanbHOW aKCTYya-
Tauum pebeHka.

+  KubepnpecnefoBaHusi

KubepnpecnegosaHue - 9TO NPecnefoBaHNe YenoBeka COOBLLEHNSMI, COAepKalLy-
MU OCKOP6/IeHIs, arpeccuto, CeKCyaslbHble JOMOraTeNbCTBa C NOMOLLbI0 MHTEPHET-KaMMy-
HUKauWii. Takoke KuGepnpecneoBaHue MOXKeT NPUHUMATL Takue opMbl, Kak 06MeH WH-
thopmaLiel, KOHTaKTamMK1 WK N306padKeHNsMM, 3anyraHue, NogpadkaHue, XynuraHcTeo
(MHTepPHET-TPOMMHT) U CoLnanbHOe GOMKOTUPOBaHME.

MpunoxeHue: pesybTaTbl MUAOTHOTO OHAH-0Npoca No Npo6iemMam 6e30MacHOCTH

WHTepHeTa ans feTeld 1 NOApOCTKOB, NPOBeAeHHOro Jlnroii 6esonacHoro VHTepHeTa (MapT
- monb 2017 roga)

MpoueHT oT
MpoueHT oT pou
o6LLero yicna
Bubl MHPOPMALIMOHHBIX YTpo3 obusero uucna YNOMUHaHWIA
YMOMUHaHWIA

CpeAu neaaroros

cpeay poauTenei
pean poa 1 NCUXO0NOroB

MobyxaeHue K cyuumay, rpynnbi
1 cmepTu, urpbl TUNa «CUHUIA KUT», 20,8% 20,3%
«TUXWIA SOM» W T.M.

MaTtepuanbl o cLeHaMn Hacunms,

2 )KecTOKOCTW, arpecCUBHbLIM NOBEAEHVEM 17,7% 15,9%
nT.N.
Martepuasibl 3pOTUHECKOTO COAEPXKaHus,

3 P P Aep 13,3% 12,5%
nopHorpaus
Martepuasnbl 0 HapPKOTUKAX,

4 P P 10,5% 9,5%
NCUXOTPOMHbIX BELLLECTBAX U T.M.
BosrieyeHvie B 3KCTPEMUCTCKME 1

5 TeppopucTMUeCKue rpynnbl, CEKTbI U 10,0% 13,9%
T.N.

eMOHCTpaLus ynotpebneHms

6 A paLma ynotp 6,4% 6,4%
afKorons, Tabaka u T.n.

7 Peknama, B TOM 4uc/ie crnam 6,3% 3,6%
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8 BpeaHble OHNalH-Urpbl 4,2% 3,3%

BopoBCTBO, MOLLIEHHWNYECTBO C

9  MOMOLLbIO OHNANH-TEXHOMOT WA, 2,7% 1,5%

Kn6epnpecTynHoCTb
CroxeTbl 0 BOIHaX U KaTacTpoghax B

10 pogy 2,2% 1,0%
HOBOCTSIX M T.MI.
BpaHHas peyb, HeLeH3ypHas u

1 opannaap HERIYP 1,3% 1,0%
CHVDKEHHas NeKcuKa v T.n.

12 [Opyroe 4,6% 11,1%

5.3. Kntouesble npobnembl obecrneyeHns 6e3onacHocTu

Ha [aHHbIi MOMEHT MOXHO BbIeNINTb HECKO/MbKO K/KOUYEBLIX NPo6aeM, KoTopble
MOTYT cieNnaTh UCMO/b30BaHNe pebeHKOM MIHTepHeTa He6e30MacHbIM. K HUM OTHOCSTCS:

HeocBeOMNEHHOCTb AeTei

HecoMHeHHO, MEHHO 3TOT MOMEHT ABNAETCA K/HOYEBbIM MPU 06ecneyeHnn vH-
TepHeT-6e3omacHocTK aeTeid. PebeHok GyaeT BecTu cebs B VIHTepHeTe ropasgo 6onee
OTBETCTBEHHO, ecnin OY/eT UMeTb BepHble NpefCTaBeHNs 0 BO3SMOXHbIX PUCKax W no-
CNefCcTBMAX CBOMX [elcTBUA. PoguTenn MOryT BO MHOFOM MOMOXWTBCS Ha pasymHoe
OTHOLUEHMe CBOero pe6éHka K CeTu, ecm OHU yBePeHbl B TOM, YTO OH 3HaeT, 4To Ae-
naet. OfHaKo Hafo MOHUMATb, YTO 3TO OTHOCUTCA NNLLb K [eTAM, JOCTUTLLUM Onpefe-
NEHHOTO BO3PacTa, U COBCEM He 03HayaeT, YTO POAMTENN, YUUTENS NN ONeKYHbl MOTYT
MOIHOCTBIO CaMOYCTPaHUTLCA 0T Bonpoca 6e30MacHOCTW pebéHKa.

HeocBeOMNEHHOCTbL B3POC/NbIX

K coxaneHuto, faxe MHOTUEe POAMTENN, OMEKYHbl He UMEIOT MOMHOTO NPeACTaB-
NeHUsi 0 TOM, KaknM puUckam MofBepraeTcs Ux pe6éHok B CeTu. HeocBeoMNEHHOCTb
BapbMPYeTCs OT HeOOLEHNBAHMS PUCKOB 0 YPE3MEPHOI OMNeKn 1 NaHUKU, CNPOBOLU-
pOBaHHOI TPEBOXHLIMU CO06LeHNAMN B CMIU. OGe KpaiiHOCTW nary6Hbl, B3pOC/ble
MOTYT 3(eKTUBHO 3aliMLiaTh pebEHKa NULLb B TOM CMydae, e UMEOT MOJHOe U
BEpHOe NpefcTaB/eHne 06 OHNARHOBLIX pUCKaxX Ans WX AeTeid.

HepgocTtaTouHas TeXHMYecKas rpaMoTHOCTb B3POC/bIX U AETEVI

HecMoTps Ha TO YTO MHOTUe jeTW 6bICTPO 0CBAUBAOT HOBbIE TEXHOMOTUM U MPO-
rpammbl, He MHOTUE U3 HUX 03a604YeHbl COGCTBEHHON 6€30MacCHOCTbLIO. Pe6EHOK MOXeET
OTK/IIOUUTL aHTUBUPYC, (aliepBos UAK NPOrpaMmMy POAUTENLCKOTO KOHTPONS, eCv eMy
MOKAXEeTCs, UTO OHW OrpaHUUMBAOT ero BO3MOXHOCTU B OHMaliHe, U ecnu B3pOCAbIi
He N03a6oTMTCA O TOM, YTO6bLI 3aNpPeTUT eMy Takue AeiicTBus. Takum 06pasom, ¢ Tex-
HUYECKOI TOUKU 3peHUs B3POC/bIM CMefyeT U3yUnTb BCe BO3MOXHOCTM 06ecreveHus
6e30NacHOCTM PeGEHKA C MOMOLLbIO KOMMbIOTEPHLIX MPOrpamm (CeMeliHbiX GUbLTPOB,
610KMPATOPOB peK/iaMbl, aHTUBMPYCOB U (haliepBOOB), YCTAHOBUTL U JO/MKHLIM 06-
pa3oM HacTpoWTb BCe HEOGXOAWUMbIE MPOrpamMMbl. [eTsaM e HeoGXOAMMO PasbiCHUTD
HE06XO0AMMOCTb M BKHOCTb TaKMX NPOrpaMm.
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Mpo6neMbl foBepusi

3ro TaKkxke KpaiiHe BaXKHbIN acnekT 6e30MacHOCTH. PeGEHOK AO/KEH 3HaTb, UTO
OH MOXET [J0BEPATb BaM, YTO Bbl MOMOXETE eMy MpW BO3HUKHOBEHWUW TPYAHOI CUTYa-
LMK, 06BACHUTE, KaK NPaBUIbHO Ce6S BECTH, U FNABHOE, UTO He ByaeTe 06BUHSATL ero.
BO/LLUMHCTBO AeTell He CKNOHHbI PaccKasblBaTb POAUTENSM O HEMPUATHBIX NPOUCLLE-
cTBUAX B CeTu, 0nacasch, 4T0 Te COYTYT, UTO AeTU CaMi CNPOBOLMPOBA/IN TaKYH CUTY-
alLMio, M HaKaXyT UX NM60 orpaHuyat goctyn B HTepHeT. Kpome Toro, ecnn pe6EHoK
UyBCTBYET, UTO €MY HEKOMY [J0BEpsiTb B peanbHO XU3HW, OH GyaeT 60/1ee CKMOHEH
[eNNTbCS CBOMMI Npo6aeMamMy ¢ He3HaKOMLaMU B OHNaliHe, UCKaTb UX APYX6bl 1 NoA-
NEPXKKN.

5.4. «pynnbl cmepTu». Kak y6epeub pebeHka?

B 2016 rofy cTaso M3BECTHO O AeATeNbHOCTM TaK HasblBaeMbIX «rpynmn cMmep-
TU» - TPYNn B COLMaNbHbIX CETAX, B KOTOPbIX NOAPOCTKM UrpardT B CBOEOOpa3HyH
Urpy, NTOrOM KOTOPOI ABNAETCH NOATOTOBAEHHbIA cynumua. OBbIYHO B HA3BaHMAX 3TUX
rpynn npucyTCTBYIOT MeTaopbl NPO KUTOB, a B COAEPXaHWWN HaxoAAaTcs LenpeccuB-
Hble MeCHW, MpayHble KapTWHKW C NOpe3aHHbIMW BEHAMWU WU N306PaXKEHWEM KUTOB,
a TakXke TpyCTHble UuTaThbl. B «urpe» Kaxablii pe6EHOK AOMKEH BbINOMHUTL paf 3a-
[aHWUiA, KOTopble NO3BONSAIOT MepeiiT Ha CneAytolniAi ypoBeHb. 3afaHus MoryT ObiTb
COBEPLUEHHO XYTKUMU: Hanpumep, choTorpadgmpoBath CBOK PyKy ¢ nopesamu. Mocne
NPOXOXAEHNA TakUX 3afaHuii pe6EHKY npucBamMBaeTCs HOMep, a TakXke coobLiaeTcs
fata 1 cnocob camoy6uiicTa. [eTy HauMHatoT BECTU 06PaTHBbIA OTCYET Ha CBOUX CTpa-
HMLax B COLMaNbHbIX CETAX.

Kak ybepeub pebeHKa 0T «rpynmn cMepTu»?
1. PasroBapuBaliTe ¢ pe6eHKOM

[Onsi Toro, 4To6bl NOAPOCTOK He Momnan nog BAUsiHWE JeCTPYKTUBHbIX rpynm,
HY>XHO fienaTh TO/IbKO OAHO - Pa3roBapuBaTh C HAM 0 TOM, YTO TaKOoe «XOpOLLO»,
a uUTO TaKoe «MNsoxo». Korga ¢ AeTcTBa y pe6eHKa ecTb YETKO CMOXMBLLEECS MHEHUe
06 3TUX MOHATUAX, Er0 He 3aMHTEPECYHOT MPU3bIBbI K HACUNIO UK CYULMAANbHOMY
noBefeHuto.

2. YuuTe pe6eHKa MbICIUTb KPUTUUECKU

OAMH U3 BaXHEMLUX KpUTepueB, He MO3BOMSAOLMX MONAcTb NOAPOCTKAM B
«Tpynnbl CMEPTU», - HaMUMe KPUTMYECKOTO MbILLeHUs. MogpOCTOK A0/MKEH YMETb
CamMoCTOATeNIbHO (MILTPOBATL MOCTYMNatoLLyo eMy MHQOPMaLUIo, yMeTb aHanu-
3MpoBaTh eé, COMoCTaBAATbL C APYroil MHGopMaLueid, cocTaBnsaTb cO6CTBEHHOE
MHeHMWe. VIMEHHO Hanune KPUTUYECKOrO MbILLI/IEHWUS NO3BONSET U B3POC/bIM /IHOAAM
He NMOBEeCTUCb Ha NPOBOKALMW U He MONAacTb B CEKTbI.

3. CneauTe 3a M3MEHEHUSIMU B NOBefeHUU pebeHKa

3a60T/MBbIE U BHUMATE/IbHbIE POAUTENN BCErAa 3aMeTAT, YTO C PeGEHKOM UTO-TO
npoucxoauT. Pe3koe NajieHne ycrneBaeMocTy, U3MeHeHe My3bliKaibHbIX MPUCTPACTWIA,
Kpyra o6LieHUs, NOSABIEHNE HOBbIX YBNEUEHUIA - KO BCEMY 3TOMY HYXXHO OTHOCMTHCS
BHUMaTENbHO 1 063aTeNbHO PasroBapuBaTh C Pe6EHKOM. YKU3HbIO pe6EHKa HYXHO
MCKPEeHHE NHTepPecoBaThCs, a He KOHTPO/IMPOBaThb. BaXKHO He HapyLIaTb JINYHbIE
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rpaHuLbl NOAPOCTKA, He YMTaTb ero Mepenuckn U He NPOBepPsATb FPynnbl B CO-
LManbHbIX ceTaX, pebEHOK caM BCE pPacCKaXeT PoAWTeNsiM, ecivi B CEMbe eCTb
[0BepUTeNbHbIE OTHOLLEHUS. TOAPOCTOK JOMKEH YYBCTBOBATb MOAAEPXKKY POAHBIX,
a poAuTeNnn AOMKHbI AaTb MOHATL, YTO NPUMYT ero N60ro, co BCeMu npo6nemamu,
KOMMieKcaMm 1 HefocTaTkamu. Ecnu y peGEHKa ecTb TBEpZas YBEpPeHHOCTb B CBOE
CeMbe, TO «IPYMMbl CMEPTU» eMy 6YAyT He MHTEPECHbI.

Ecnun e cnyynnock Tak, 4to pe6eHOK oTAannnca ot Bac, Ctan NOTepsAHHbLIM, 3aM-
KHYTbIM, Ha4dan 0TKa3blBaTbCA OT €Abl U He CnaTb MO HOYamM, HO MPU 3TOM He XO4eT
060y)K,D|aTb C BaMu CBOK XXW3Hb, TO BaM CTOUT NPUCMOTPETbLCA BHMMaTe/NlbHEE K ero
noBefeHNno.

Bac J0/1KHO HACTOPOXUTb:
. nosiBNeHMe NOPe30B U LIPaMOB Ha Tefe pebeHkKa;

. XXenaHue noapocTkKa aapuTb U pasfaBaTb CBOW BeLW, B TOM YUCNE U Te, YTO
0CO6EHHO NaMSATHbI ANA Hero;

*  nosejeHue peGeHKa, NOX0Xee Ha NoBefeHNe Nepes 0Tbe3f0M (Hanpumep, oH
HaBOAWT MOPSAOK B KOMHaTe, CMELUNT 3aKOHUYMTb Kakue-TO fiena, BCTPETUTLCS C
POLCTBEHHMKAMU, KOTOPLIX AaBHO He BUZAEN, pasaaTb JOrN).

Kpome Toro, no cratucTuke 80° 0MoAPOCTKOB, COBEPLUIMBLINX CYWULWA, FTOBOPUAN
POAMTENSM O CBOEM HEXENaHUW XMNTb, HO B3POC/bIE HE BOCMPUHMMANW 3TV COBa BCe-
pbes. Tak uTo ecnv peGeHOK BHe3anHo U3MEHWN CBOE NoBe/eHe, NoMnbITakTeCh BCMOM-
HUTb, He 3BYYaNu M OT HEro PaHbliie Yrpo3bl MOKOHUYNTL C COBOIA.

UTO0 HYXHO fenaTtb pogutenam?
1. MonpobyiiTe BbIBeCTU pebeHKa Ha pa3roBop

Kak y>e 6bl10 CKa3aHo BblLLE, HI B KOEM C/lyyae Heb3s LUMUOHNTL 3a pe6eHKOM
U TaliHO YMTaTb €ro JINYHble COOGLLEHNS B COLMANbHBIX CETAX. 3aTO MOXHO MOMpo-
60BaTb BbIBECTM MOAPOCTKA HA Pa3roBOP «OKO/bHLIMWY» MYTAMM: MOCMOTPETb (UIbM
0 camMoyGUIACTBE MW paccKasaTb O KHUMe Ha 3Ty TeMy M MOTOM NpPeAioXuTb PeGeHKy
NOAENNTLCS CBOUM MHEHUEM.

2. Beerga nogaepxuBaiiTe pa3roBop ¢ pe6eHKOM, 0 YeM 6bl OH HU Gbin

Ecnu peGeHOK He XOUeT roBOPUTL C BaMU 0 CBOMX NPOG/IeMax, Ho XoUYeT FrOBOpUTh
0 KaKoi-HUByab KOMMbIOTEPHON MIpe UM 0 My3blke, TO MOAAEPXMUBaiiTe 3TW pasro-
BOpbl. ECnu Bbl GyfieTe UCKPEHHE MHTEPecoBaTLCS XM3HbIO NOAPOCTKA, TO BaMm GyaeT
nerye BepHyTb €ro fJoBepue.

3. Mpuaymaiite pebeHKyY 3aHATUE

Ecnu Baw CblH UMW [0Yb NPOBOAAT B VIHTEpHETE C/MILKOM MHOFO BpeMeHU, 3a-
CbINAIOT C TeNe(OHOM, CUASAT B COLMANbHbIX CETAX BO BPEMS 3aBTPaKa M YXMHa, U, Kak
BaM Ka)XeTcs, COBCEM BbINafaloT U3 peasbHOCTH, He pyraiTe ero 3a 3To, a nonbITaiTech
npuaymaTtb emy anbTepHaTUBHOE 3aHATUE: MPEeAOXMTE BMECTe CXOAUTb Ha MPO6HbLIN
YPOK MO CKanoMa3aHU0 UK B TYPrOXOZ, Ha MacTep-Kiacc no yKpawleHuio TopToB uiu
co34aHu1I0 Mofeneit - a BApYyr peGeHKa 3aTAHEeT HOBOE YB/eYeHWEe CUbHeE, YeM BUPTY-
anbHas peanbHOCTb? TOrAay Hero He 6yfeT HEOGXOAUMOCTH UCKATb eVHOMBILLNEHHN-
KOB B COLLMaNbHbIX CETAX.
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4. Yaule obesaiiTe BMecTe

MoaymaiiTe, aBHO NN Bbl COBUPANUCH CEMbEli 32 OfIHUM CTOMIOM UM XKe KaxAblii
YXKMHAeT B pasHOe Bpems, Korga emy yAaoGHo? B cembsiX, rie NpUHATO BMecTe Npu-
HUMaTb MULLY, JeTU Pexe YyBCTBYIOT cebsi OAUHOKUMN U, CNef0BaTeNLHO, PeXxe 3ady-
MbIBalOTCS 0 caMoy6uiicTBe. [1ns NOAPOCTKA BaXHO 6bITh YacTbIO YEro-To Leoro, Tak
NycTb 3TUM Le/biM GYAeT A1 HETO CeMbS.

5. He 6oiiTecb 06palyaThecs K cneymanucram

Ecnun mexay Bamn 1 pe6eHKOM HeT [OBEPUTE/bHbIX OTHOLIEHWN, a MeXAy TeM
nepeyncreHHble Bbllle TPEBOXHbIE CUTHA/bI MPUCYTCTBYIOT B MOBEAEHUN NOAPOCTKA,
Heo6XoAMMO 06paTUTLCS K MCUXONOry. DKCTPEHHYIO MOMOLLb BaM MOTYT OKasaTb Mo
neTtckomy TeneoHy foBepus 8 800 200-01-22. OH becnnaTHbIA U aHOHUMHBIIA. [o-
3BOHWTb TyfAa MOXET KaK B3pOC/bliA, Tak U pebeHOK, MO3TOMYy MOAeNUTEeCh 3TON WH-
thopmaLimeli ¢ 4OYEPbIO MU CbIHOM. Y AeTCKOro TenedoHa [0Bepus ecTb CBOW CalT -
http://telefon-doveria.ni. Ecnu Bam TpyAHO roBopuTbL 0 Npobneme no TenedoHy, TO Ha
caliTe Bbl MOXeTe Mo06LLaTLCS C MCUXONOrOM B YaTe.

Kyga obpalatbes?

Ecnu Bbl 06HapyXunn B WHTepHeTe rpynny unn caidT, Npu3biBaloLLMii K camo-
ybuiicTBy, MOXeTe coo6LNTL 06 3TOM B PockomHazA3op no cebiike http://eais.rkn.gov.
ru/feedback/ n 3anonHuTL BCe nons B hopme. MoxanosaTbcs MOXHO v B Jury 6esonac-
Horo WHTepHeTa http://www.ligaintemet.ni/hotline/

5.5. PofnTenbCKuiA KOHTPOb

PoAUTENbCKNIA KOHTPONb - MPOrpaMMHOe 0GecrneyeHne 3NeKTPOHHbBIX CPeacTs,
UCMONb3yeMbIX A€TbMMU M NOAPOCTKAMU, HAMPABNEHHbIX Ha 3aLiUTY UX BAUAHWS OT He-
raTMBHOTO VIHTEPHET-MPOCTPaHCTBA. K coXaneHuto, B Poccum NporpaMmbl POAUTESNb-
CKOT0 KOHTPONS He MOJy4Yum MaccoBOro pacnpocTpaHeHus. BMecTe ¢ TeM poauTenb-
CKMii KOHTPO/Ib NPeAOoCTaB/IsAeT GO/MbLLOE KOMMYECTBO MOME3HbIX BO3MOXHOCTEIA.

YUTO MOXHO CieN1aThb C MOMOLLbIO POAUTENIbCKOTO KOHTPOSA?
1. YCTaHOBUTb BPEMeHHbIE MHTEpBaNbl PaboTbl KOMMbLIOTEPS;

2. YNpaBnsTh pa3peLleHnsMi Ha 3anyCcK U YCTAHOBKY PasfMuHbIX NPOrpaMm vnm
urp;

3. ®opmupoBaTh «Genblii CMUCOK», «YEPHbIA CMUCOK»;
4. Wicnonb3oBaTb 6e30MacHbIii MOMCK MO 3anpeLyéHHbIM CoBaM;

5. MpocmaTtpuBaTh 3KpaH KoMnbloTepa pebeHka no cetu (yaaneHHas nepesarpys-
Ka W BbIK/IOYEHME);

6. KOHTpO/b 3a NoCceLleHneM pecypcoB VIHTepHeTa;
7. MonyyeHne 0THeTa 0 NOCELLEHHbIX CTPaHULAX MO 3/1EKTPOHHON MoYTe.

Ha cerogHsLWHUIA AeHb CYLLeCTBYeT GO/bLUOE KOMMYECTBO BAPUAHTOB POAUTESNb-
CKOT0 KOHTpONSs. Mpu BbI6GOPE 0AHOFO U3 HUX HEOBXOAMMO 06PaTUTh BHUMaHWE Ha He-
CKO/bKO (haKTOPOB:

1. Kakue (yHKLWM POAUTENLCKOTO KOHTPONS Bbl NNIaHUPYeTe UCMO/b30BaTh: Npo-
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CTO OrpaHuU4nTbL BpemMa 1 nocetieHune caiiToB ¢ NPOTNBO3aKOHHbLIM U HE3TUYHbLIM KOH-
TEHTOM UK XKe XOTUTe YCTaHOBUTb TOTa/IbHYHO CNEXKY.

2. Bo3pacT pe6eHKa U ero HaBbIKU paboThbl C KOMMbLIOTEPOM.

3. Kakoe nporpamMmmHoe ofecneyeHune yxe yCTaHOB/IEHO Ha BallleM KOMMboTepe
(OC, aHTuBUMpYC).

Cnocobbl POANTENBCKOIO KOHTPOSISA:
PoauTeNbCKMii KOHTPONb CpeAcTBaMU OnepauuoHHol cucTeMbl Windows

PoanTenbCKunii KOHTPONb - YA06Haa QYHKUMA ANa poauTeneil, Kotopas noseu-
nacb B nocnegHux sepcusx OC ot Microsoft.

Bnagenbubl MK Ha 6aze OC Windows nMetoT BO3MOXHOCTb 6ecnnaTtHo ycTta-
HOBWTb M MCMonb3oBaTb nporpammy Family Safety («CemeiiHas 6e30MacHOCTb») U3
naketa Windows Essentials. UTo6bl caenatb 370, AOCTaTOMHO Mapy pa3 LUeNKHYTb
MbILWbIO Ha caiiTe Microsoft. EcTecTBeHHO, AN paboTbl NOTPEBYOTCA yUeTHas 3anuch
Microsoft, a Takxxe Bepcusi onepayMoHHO cucTeMbl He Hke Windows Vista. Mocne
YCTaHOBKW MporpamMMbl MOXHO OyfeT Bbl6paTb YYETHYH 3anucb W BBECTU ANA Hee
orpaHuyeHus. Ecnm KoMnblOTEPOM OAHOBPEMEHHO MOMb3YHOTCA HECKOMbKO YefioBek,
ONA feTeli cnefyeT co3AaBaTh OTAENbHbIE YYETHbIE 3anucu.

KOHTPO/b YUeTHbIX 3anuceit ¢ nomMolblo «CemeliHoM 6e30MacHoCTU» OCYLLecT-
BNSAETCA B 0CO60Ii 30He caitTa Microsoft, rae No3BONMTENLHO OYEHb TMBKO HACTpamBaTh
BCE TWUMbl (PUALTPALAN U OFpaHUYeHnii. Takxe CUCTEMa BEAET XYPHaI akTUBHOCTH,
6narofaps 4emy Nerko ysHaTb, KOrfja pe6eHOK Ce/l 3a KOMMbIOTEP U CKO/IbKO BPEMEHM
MpoBen 3a HUM.

3Ta PyHKLUNA NO3BONSAET:

e OrpaguThb feTeld OT HEXeNaTenbHOro CoAePXUMOro;

e cpenatb 6paysep Ans feteil 6onee 6e3onacHbIM;

e HaNoXWTb 3anpeT Ha 3anyck OnpeAeNeHHbIX MPUNOXKEHWIA 1 Urp;
e OrpaHWuuTbL Bpems, MPOBOAMMOe feTbMK 3a MK.

PoanTenbckuii KOHTPO/b B 6paysepe

Mpu NCnonb30BaHNM AeTbMU NHTEPHET-6pay3epoB, POAUTENLCKNIA KOHTPOIb MO-
XeT 6bITb OCYLLECTBNEH C MOMOLLbIO TaKMX 6pay3epoB, Kak:

- 6pay3ep Google Chrome nmeeT (yHKLMIO POANTENLCKOrO KOHTPOAS, KOTOpas
OCyLLeCTBAAETCA Yepe3 ynpasneHne KOHTponupyembiM npodunem. Mpu mcnonb3osa-
HMW TaKoro poAuTENbLCKOTO KOHTPOSIS B Bpay3epe Bbl CMOXeTe perynuposatb nosefe-
Hue Ballero pe6eHka B VIHTepHeTe.

- [eTcKuii 6paysep lorynb - GecnnaTtHoe paclumpeHve gns 6paysepa Mozilla
Firefox gns pognTenscKoro KOHTPONS U orpaHuyeHmns aeTeil B CeTu OT HeXenaTenbHo-
ro KoHTeHTa. imeeTcs Katanor «6enbix», paspelléHHbIX K NPOCMOTPY AeTbMU CaiiToB,
oCTanbHble 6yayT 610KMPOBATLCS MO YMONYAHWIO.

PoauTenbckunii KOHTPONb cpescTBaMU aHTUBUPYCOB

HeKoTopble aHTUBMPYCbl UMEtOT BO3MOXHOCTb YCTaHOBKMW OrpaHnYeHusa foctyna
K onpeaeneHHbIM caiitam B MHTepHeTe.
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Pogutenbckunii kKoHTponb Kaspersky Internet Security - 370 KOMMOHEHT Npo-
rpaMmbl, MO3BOMAKOLWMIA YCTAaHOBUTb ANA KaXAOW YYETHOM 3anucu Ha KOMMbOTepe
orpaHuyeHuns AocTyna MCronb3oBaHWUs KommnbloTepa v MHTepHeTa. C ero nomolLybio
MOXHO KOHTPOMMPOBAThb: 3anyCcK pasfinyHbIX MPOrpamm; Mcrofib3oBaHue MHTepHeTa
(orpaHnyeHmne NCMonb30BaHWe VIHTepHeTa No BPeMeHW); NocelyeHre Beb-caiiTos B 3a-
BUCMMOCTHM OT UX COLEPXMMOrO; 3arpy3Ky aiinos n3 IHTepHeTa B 3aBUCMMOCTU OT X
KaTeropuu; nepenuncky c onpeaeneHHbLIMU KOHTaKTaMmn B COLMaNbHbIX CETAX.

Mogy/b POAUTENLCKOT0 KOHTPONs «[JoKTop Be6» momoraeT orpaHuuuTb f0-
cTyn nonb3osareneit KOMMNbHOTEpa K onpeaeneHHbImM calitam B ceTu MHTEpHeT, NnoKanb-
HbIM (haiinam mau nankam, pecypcam fIOKanbHOW CeTh. AMUHUCTPATOP KoMMbloTepa
MOXEeT CcaM 3afaTb CMMNCOK 3anpeulieHHbIX CcaiiTOB WM BOCMO/b30BaTbCA MOCTOAHHO
06HOBNSEMbIMU TEMATUYECKUMMU CNnNCKamu, npenoctasnseMbiMun KOMMaHwuewn «[J,OKTOp
Beb».

PofuTeNbCKMii KOHTPO/Ib HA YPOBHE NpoBaiijepa

HekoTopble npoBaiifiepbl, NpefocTaBAsiolMe [OCTYN B VIHTEpPHET, OKasblBaloT
LOMONHUTE/bHbBIE YCAYTM MO 3alLMUTe OT 3anpeLyEHHOT0 KOHTEHTa. YCnyra, Kak npasu-
no, nnatHas. MogkntoyaeTcs B «/TMYHOM KabUHETE» UM NpU 06paLLeHUn K onepaTopy
CBSA3U.

PoguTtenbckunii KoHTponb Ha Wi-Fi-poyTepe

Mpu nogkntoveHun K NHTepHeTy yepe3d Wi-Fi-poyTep MOXHO BOCMO/Mb30BaTb-
Csl BCTPOEHHOI B Hero qyHkumeli Parental Control (PoguTenbckuii KOHTponb). Takas
(hYHKLMA eCTb He Ha BCeX poyTepax.

HacTpoiika poguTenbCKOro KOHTPONA npeAocTaBnseT BO3MOXHOCTb CO3[aBaTb
npaeuna fOCTyna K caiiTam A7 KaXAoro KomnbloTepa MaM MobUAbHOrO YCTPOWCTBa,
KOTOpOe MoAKNoYaeTcs yepes TOUKy AocTyna (ycTpoiicTBa pacnosHatotca no MAC
afpecy). MoXHO Takxe 3anpeTuTb JOCTYN K ONpeAenéHHbIM caiiTaM Wan paspeluunTb
TOMbKO K HEKOTOPbIM [/1f BCEX YCTPOWCTB, KOTOpble paboTaloT Yepe3 OAMH U TOT Xe

poyTep.
CneymnanbHble NPOrpamMmMbl 415 POAUTENIbCKOTO KOHTPO/IS

CneunanbHble NPorpamMmmMbl AN POAUTENLCKOTO KOHTPOAs 06/1afatoT psagom npe-
MMYLLLECTB Mepef ocTanbHbIMU CNoco6amu, Tak Kak NPefocTaBnatoT GoMblumnii 06bem
BO3MOXHOCTelA:

e aHan3 CofepXXMMOro CTpaHuL, Ha NPUCYTCTBUE 3anpeLeHHbIX C/O0B;

e 610KMpOBaHME JOCTYNa K caiiTaM U3 «4epHOro» CMUCKa;

e OrpaHuyeHue NCMo/b30BaHNA VHTepHeTa No BpeMeHwu;

e MPOCMOTP 3KpaHa KomnbtoTepa peGeHka No ceTu (yaaneHHas nepesarpyska

1 BbIK/IOYEHNE);

e pexum «be3onacHbIi NOUCK» B MOMCKOBbIX CUCTEMAX;

e 3anuUCb afpPecoB MOCELLEHHbIX CaiTOB B (haiin-KypHa;

e OTCbI/IKA OTYETA O MOCELEHHbIX CTPAHWLLAX N0 3NeKTPOHHOI NoYTe;

e aBTOMaTMYecKas AeaKTVBaLWs NPOrpamMmMbl Ans aAMUHUCTPATOPOB NPOrPamMMbl;

e cneumanbHble QYHKUMW ANs paboTbl C MPOrpaMMOii Yepes NoKanbHYO CeTb;

e KOHTPO/b 3anycka urp.
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MpuMepbl Nporpamm:
Crawler Parental Control 1.1
KidsControl 2.02
ParentalControl Bar 5.22
KunbepMama
KinderGate
OpnHoma
KnbepLleH3op
PoanTeNbCKUI KOHTPONb Ha cMapTdoHax

YCTaHOBUTb POAUTENbCKUI KOHTPONb HA MOGMABLHOM YCTPOICTBE Ballero peGeH-
Ka S0CTaTOYHO NPOCTO - MOXHO BOCMO/b30BATLCSA CMELNanbHOW NporpaMmoit (Hanpu-
mep, Safe Lagoon) unm noAKNUNTL Yy MOGUBHOTO OrepaTopa CrneumanbHy yenyry
«[leTCKuin HTepHeT».

IMOMHWTE, YTO HM OfMH M3 MEepPeYnCeHHbIX CNOCOB0B He rapaHTupyeT Ha 10070
3allWLLEeHHOCTb Ballero pebeHka OT OnacHocTell COoBpeMeHHOro WHTepHeTa. BaxHo
NPUNOXUTL YCUINA K TOMY, 4TOObI I€TU B CUNY BOCMUTAHUA CaMy He CTPeMUIUCL K
MOWCKyY 3anpeLLeHHOro KOHTeHTa, 3HaM 0 BO3MOXHbIX NOCNeSCTBUAX BCEX CBOWX Aeii-
CTBWIA B IHTepHeTe.

CoBeTbl M0 yNpas/ieHNto 6e30MacHOCTLI0 AeTel Npy pa6oTe ¢ VIHTepHeToM:

e CrapaiiTecb fiepXaTb KOMMbOTEPbI C NOAK/IHOUEHWEM K VIHTEpHETY B 06LLMX
KOMHaTax, B KOTOPbIX MOXHO NIErko OCYLLeCTB/IATL BU3YyasbHblii KOHTPONb Haj
TeM, UTO fienaeT Ball pe6eHoK B VIHTepHeTe.

e Co3faiiTe npu ydyacTuu feTeil CBOA [AOMALUHWX MPaBUA MNOb30BaHUA
WHTepHeTOM 1 TpebyiiTe ero HeyKOCHUTENbHOTO COBMOAEHUS.

e TpuyumnTe aeTeii NocewlaTb TONLKO Te CaliThbl, KOTOPbIE Bbl PaspeLLnIn.

e Vcnonb3yiiTe cpeAcTBa 6NOKMPOBaHUS HEXeNaTeNbHOTo MaTepuana Kak o-
MONMHEHWe, HO He 3aMeHY K POAUTENLCKOMY KOHTPOSIO.

e Co3galiTe ceMeliHbli 3NEKTPOHHBI ALWKK, Ha KOTOPbIA ByAeT NPpUXoauThb BCS
Ballla 3N1eKTPOHHas NoyTa, BMECTO TOr0 YTOGbI N03BONATh AETAM UMETb COGCTBEH-
Hble afpeca.

e HayuuTe feTeil cOBeTOBaTLCA C BaMU Mepes pacKpbiTUeM WHopMaLun Ye-
pe3 3N1eKTPOHHYIO NOUTY, YaTbl, JOCKW 0GBLABNEHWIA, PerncTpaLMoHHbIe (hopMbl U
JIMYHbIE NPOUIN.

. ManeHbkum [eTaM He cneflyeT No/b30BaTbCA 4YaTaMW - C/IMLWLKOM Be/MKa
onacHocTb. TOMLKO KOr/a Ball pe6eHOK NoApPacTeT, MOXHO PaspellnTb 06LaThes
TaMm, rge eCtb KOHTPO/b Hapj C006L|.||eH|/|F|M|/| (|/|I'|V|, roBopsa KOMMNbKOTEPHbLIM A3bl-
KOM, «MOAepaLus»),

«  HayuuTe fieTell He 3arpyxatb MPOrpamMMmbl, My3biKy uau haiinkl 6e3 Batlero
paspeLLeHus.
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«  BeceayiiTe ¢ feTbMM 06 UX APY3bSAX B VIHTEpHETE 1 0 TOM, YeM OHU 3aHWUMa-
I0TCA TaK, KaK eciu Gbl pedb Lifa 0 ApY3baX B PeabHOM XKU3HU.

e TpuyunTe geTeii coobLyaTb BaM, €CN YTO-IMBO UK KTO-1M60 B CeTu Tpe-
BOXUT MM yrpoxaeT uM. OcTaBaiiTecb CMOKOMHBIMW W HAMOMHWUTE [eTSM, uTO
OHM B 6€30MacHOCTU, eCNW pacckasanu BaM. MoxBanuTe UX U NoByxaaiite no-
[OITU eLe pas, ec/iu Cyyaii NoOBTOPUTCS.

e Ecnun, HecMoTps Ha Bce Mepbl NPefoCTOPOXHOCTU, Bally AeTU MO3HAKOMU-
n1cb B VIHTEpPHETEe CO 3/10YMbILIJIEHHUKOM, He BUHUTE WX. Bcsi MosHoTa 0TBeT-
CTBEHHOCTM BCErga NexuT Ha nNpaBoHapywmTene. MpeanpuMnuTe peLinTebHbIe
[eiicTBUA N5 NpeKpalleHns fanbHeiLlLX KOHTaKTOB pebeHKa ¢ 3TUM NILIOM.
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1. MpunoXxute MaKCUMyM YCUTNIA K 3aLLMTe BaLLNX TEXHUYECKUX YCTPONCTB:

*  perynspHo 06HOBNAWTE ONEPaLMOHHYIO CUCTEMY;

*  1CMOMb3yiTe NNLEH3NOHHYIO aHTVBMPYCHYHO Nporpammy;

e npuMeHsiiTe daiiepson;

e cO3[aBaiiTe pe3epBHble KOMUM BaXKHbIX (haiinos;

*  1Cnonb3yiTe Haf&XHble Naponu;

*  Meproanyecky MeHsiiTe Mapon Ha camblX BaXKHbIX ANS BaC caiiTax;

*  CKauvBaliTe NPOrpamMmbl TOMbKO C OMLNAbHBIX UCTOYHNKOB;

*  He MoceLUaiiTe NOfO3pUTENbHbIE CalThI;

*  3aKpblBaiiTe COMHUTE/bHbIE BCM/bIBAIOLLME OKHa;

*  He HaXwvMmaliTe Ha KpacuBble 6aHHepbl MW pekaMHble 6110KM Ha caiiTax, Kakumm
6bl NpUBEKaTeNbHLIMW N 3aMaHUYMBbIMK OHU HU BbiN.

2. Mpw paboTe ¢ 3/1eKTPOHHOI MOYTOIA:

*  HVKOrfa He OTKpbIBaliTe NOAO3PUTENbHbIE COOBLLEHNS UM BNOXEHNS 3N1EKTPOH-
HOI MOYTbI, NOMyYeHHblE OT HE3HAKOMbIX /Ntofeid. BMecTo 3Toro cpasy yganute ux,
BbI6pPaB KOMaH/y B MEHHO COOBLLEHNIA.

*  HMKOrfa He OTBeYaiiTe Ha cnam;

*  HUKOrfa He nepecblnaiite «mu1cbMa CHaCTbs» 1 Apyroii Nofo6HbI cnam. BmecTto
3TOro0 cpasy yAansiite Takme nucbma.

3. 3awmTe camux cebs:

*  He BBOAWTE IMYHYIO N KOHBMAEHUNANbHYIO MHGOPMALMIO Ha HEMPOBEPEHHBIX 1
NOAO3PUTENbHBIX CaiiTax;

*  BHMMaTeNlbHO OTHOCUTECb K cobecefHuKaMm B VIHTepHeTe, coobLUaliTe BaXHYHO
VHOPMALIMIO TONBKO NMPOBEPEHHBIM MOAAM;

*  npwu paboTe 3a KOMMbIOTEPOM, K KOTOPOMY MMEIOT AOCTYN Apyrue nogu, He co-
XpaHsiiTe naponu B 6paysepe.

4. Cobnopaiite npaBuna:

*  MOMHWTE, 4TO B BUPTYa&/IbHOM MPOCTPAHCTBE OTBETCTBEHHOCTb HACTyNaeT Mo pe-
aNbHbIM 3aKOHaM;

*  YBaXMTENbHO M [06POCOBECTHO OTHOCWTECH K APYrMM MOMb30BAaTENAM CeTu
VIHTEpHET.
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Mo Bonpocam B cthepe NepcoHanbHbIX AaHHbIX
defepanbHas cnyx6a no Haf3opy B chepe CBA3U, MHHOPMALMOHHbIX
TEXHO/IOTMA N MacCOBbIX KOMMYHUKaLMii (POCKOMHaA30p):

CnpaBoYHO-MH(POPMALMOHHBIN LEHTP:
8 (495) 983-33-93 (MH-uT 9:00-18:00, nT 9.00-16:45)
YnpasneHne PoCKOMHa30pa Mo Y bsHOBCKOM 061acTu

OTfen no 3awuTte npas Cy6beKTOB NePCOHaNbHbIX JaHHbIX, HaA3opa B cepe
MaCCOBbIX KOMMYHUKALMA U MH(OPMALUOHHbLIX TEXHOMOTWIA:
8(8422) 21-42-07
E-mail: rsockanc73@rkn.gov.ru
Mo o6palyeHns M, OTHOCUTENbHO AEATESIbHOCTM MOLUEHHUYECKUX WHTEep-
HeT-pecypcoB, co3aHus UCMNO/b30BaHNs U PacnpoCTPaHeHUs BPeAOHOCHOTO Npo-
rpaMMHOro o6ecneyeHusi, HeMpPaBOMEPHOrO A0CTYNa K KOMMbIOTEPHOW WMHGOp-
MaLuu, XULLEHUSM, COBEPLUEHHbIM C UCMO/b30BaHUEM MOAAENbHbIX 6aHKOBCKUX

KapT, 3NeKTPOHHbIX MAATEXHbIX CUCTEM U CUCTEM AWUCTAHLMOOHOIO 6aHKOBCKOrO
06cny>XmBaHus

YMB/ Poccum no Y nbsaHOBCKOM o06nactu
8 (8422) 42-29-60, 67-88-00432071,
r. YnbsaHoBck, yn. K. Mapkca, 31/108
8 (8422) 67-88-88 - «ropsyas nMHUA»
biip3://73.mBa.pdh

O6uwecTBeHHast npnemHaa MB/, P®
Bbi6bpaTb NyHKT «YnpasneHne K MBJ, Poccnn»

https://mvd.ru/request_main

VHhopmaums ans npoBeaeHNs ypoKoB 6e30MacHoro
VIHTepHeTa B LWIKoONax
JNura 6e3onacHoro MHTepHeTa

http://www.ligaintemet.ru/encyclopedia-of-security/parents-and-teachers/parents-
and-teachers-detail.php?ID=3652
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Bpotutopa «H(popmaLmoHHas 6e30MacHOCTb B CeTU VIHTepHeT»

TpOoeKT peannayeTcsi 3a CUeT CPEACTB, Bbife/eHHbIX M0 pesy/ibTaTaM KOHKYPCHOr0 0T60pa coLyasHo
OPVEHTMPOBAHHBIX HEKOMMEPUECKIX OpraH13aLyii 415 NPesocTaBieHnst cy6enamnii n3 6rompketa
MyHULMNaIbHOTO 06pa3oBaHuist «"0pog Y IbsIHOBCK»

BpoLLItopb! U3gaHbI An1st 6eCcrNaTHOro PacnpoCTPaHeHusI.

© YnbIHOBCKOE pernoHanbHoe oTAeneHne OBLLepoccuitckoli 06LLECTBEHHON OpraHm3aLmmn
«AccoupaLmns topucTos Poccum», 2017

Wsrotosutens: OO0 «LIeHTp KoMMYHWMKaumii MoBomkbA», 432011, r. Y nbsHOBCK, yn. Paguiyesa 90, oduc 1
O6bem: 36 cTp. MeuaTb oficeTHas. Tupax: 3000 sk3emnnsapoB. 3akas Nel. MognucaHo B nevatb 18.10.2017
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